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Ledelsespategning

Bestyrelse og direktion har dags dato behandlet og godkendt arsrapporten for regnskabsaret
1. januar - 31. december 2025 for Leger uden Gransers Fond.

Arsrapporten er aflagt i overensstemmelse med god regnskabsskik som beskrevet i anvendt
regnskabspraksis under hensyntagen til de sarlige regler, der galder for ikke-erhvervsdrivende
fonde, samt bekendtggrelse nr. 1817 af 29. december 2025 om gkonomiske og administrative
forhold for modtagere af driftstilskud fra Kulturministeriet.

Det er vores opfattelse, at der er etableret forretningsgange og interne kontroller, der understgtter, at
de dispositioner, der er omfattet af arsregnskabet, er i overensstemmelse med meddelte bevillinger,
love og andre forskrifter samt med indgaede aftaler og sedvanlig praksis, og at der er taget skyldige
gkonomiske hensyn ved forvaltningen af de midler og driften af fonden, der er omfattet af
regnskabet.

Herudover er det vores opfattelse, at der er etableret systemer og processer, der understgtter
sparsommelighed, produktivitet og effektivitet.

Det er endvidere vores opfattelse, at ledelsesberetningen indeholder en retvisende redeggrelse for
udviklingen i fondens aktiviteter og gkonomiske forhold.

Arsrapporten indstilles til godkendelse.

Kgbenhavn, den 30. april 2026

Direktgr:

Malin Palmér

Bestyrelse:
Gitte Rgnde Sgren Uhre
Forperson Neestforperson
Bente Hyldahl Fogh Stine Bloch Jensen
Peter Toft Tengberg Anne Louise de Barros Garioud

Dokument-ID 09222115557576969862

Signeret ET, BHF, SBJ, SU, GKR, MP, UBV, ALdBG, PTT




Den uafhzengige revisors revisionspategning

Til bestyrelsen og direktionen i Laeger uden Gransers Fond

Konklusion

Vi har revideret arsregnskabet for Lager uden Grensers Fond for regnskabsaret 1. januar - 31.
december 2025 der omfatter anvendt regnskabspraksis, resultatopggrelse, balance, pengestrgmme
og noter. Arsregnskabet udarbejdes efter god regnskabsskik som beskrevet i anvendt
regnskabspraksis under hensyntagen til de sa@rlige regler, der gelder for ikke-erhvervsdrivende
fonde samt bekendtggrelse nr. 1817 af 29. december 2025 om gkonomiske og administrative
forhold for modtagere af driftstilskud fra Kulturministeriet.

Det er vores opfattelse, at arsregnskabet for Leger uden Gransers Fond for 1. januar - 31. december
2025 1 alle vesentlige henseender er udarbejdet i overensstemmelse med god regnskabsskik, som
beskrevet i anvendt regnskabspraksis under hensyntagen til de sa@rlige regler, der galder for ikke-
erhvervsdrivende fonde samt bekendtggrelse nr. 1817 af 29. december 2025bekendtggrelse nr. 1817
af 29. december 2025 om gkonomiske og administrative forhold for modtagere af driftstilskud fra
Kulturministeriet.

Grundlag for konklusion

Vi har udfgrt vores revision i overensstemmelse med internationale standarder om revision og de
yderligere krav, der er geldende i Danmark samt standarderne for offentlig revision, idet revisionen
udfgres pa grundlag af bestemmelserne i bekendtggrelse nr. 1817 af 29. december 2025 om
gkonomiske og administrative forhold for modtagere af driftstilskud fra Kulturministeriet. Vores
ansvar ifglge disse standarder og krav er n&ermere beskrevet i revisionspategningens afsnit
"Revisors ansvar for revisionen af arsregnskabet". Det er vores opfattelse, at det opnaede
revisionsbevis er tilstrekkeligt og egnet som grundlag for vores konklusion.

Uafhangighed

Vi er uathengige af fonden i overensstemmelse med International Ethics Standards Board for
Accountants' internationale retningslinjer for revisorers etiske adfeerd (IESBA Code) og de
yderligere etiske krav, der er geldende i Danmark, ligesom vi har opfyldt vores gvrige etiske
forpligtelser 1 henhold til disse krav og IESBA Code.

Ledelsens ansvar for arsregnskabet

Ledelsen har ansvaret for udarbejdelsen af et arsregnskab i overensstemmelse med god
regnskabsskik som beskrevet i anvendt regnskabspraksis under hensyntagen til de s®rlige regler,
der galder for ikke-erhvervsdrivende fonde samt bekendtggrelse nr. 1817 af 29. december
2025bekendtggrelse nr. 1817 af 29. december 2025 om gkonomiske og administrative forhold for
modtagere af driftstilskud fra Kulturministeriet.

Ledelsen har endvidere ansvaret for den interne kontrol, som ledelsen anser for ngdvendig for at
udarbejde et arsregnskab uden vasentlig fejlinformation, uanset om denne skyldes besvigelser eller
fejl.
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Ved udarbejdelsen af arsregnskabet er ledelsen ansvarlig for at vurdere fondens evne til at fortsette
driften; at oplyse om forhold vedrgrende fortsat drift, hvor dette er relevant samt at udarbejde
arsregnskabet pa grundlag af regnskabsprincippet om fortsat drift, medmindre ledelsen enten har til
hensigt at likvidere fonden, indstille driften eller ikke har andet realistisk alternativ end at ggre
dette.

Revisors ansvar for revisionen af arsregnskabet

Vores mal er at opna hgj grad af sikkerhed for, at arsregnskabet som helhed er uden veasentlig
fejlinformation, uanset om denne skyldes besvigelser eller fejl, og at afgive en revisionspategning
med en konklusion. Hgj grad af sikkerhed kan dog ikke vere en garanti for, at en revision, der
udfgres 1 overensstemmelse med internationale standarder om revision og de yderligere krav, der er
geldende i Danmark, samt standarderne for offentlig revision, altid vil afdekke vaesentlig
fejlinformation, nar sadan findes. Fejlinformationer kan opsta som fglge af besvigelser eller fejl og
kan betragtes som vasentlige, hvis det med rimelighed kan forventes, at de enkeltvis eller samlet
har indflydelse pa de gkonomiske beslutninger, som regnskabsbrugerne treffer pa grundlag af
arsregnskabet.

Som led i en revision, der udfgres i overensstemmelse med internationale standarder om revision og
de yderligere krav, der er geeldende i Danmark, samt standarderne for offentlig revision, foretager vi
faglige vurderinger og opretholder professionel skepsis under revisionen. Herudover:

> identificerer og vurderer vi risikoen for vesentlig fejlinformation i arsregnskabet, uanset om
denne skyldes besvigelser eller fejl, udformer og udfgrer revisionshandlinger som reaktion
pa disse risici samt opnar revisionsbevis, der er tilstreekkeligt og egnet til at danne grundlag
for vores konklusion. Risikoen for ikke at opdage vasentlig fejlinformation forarsaget af
besvigelser er hgjere end ved vasentlig fejlinformation forarsaget af fejl, idet besvigelser
kan omfatte sammensvargelser, dokumentfalsk, bevidste udeladelser, vildledning eller
tilsidesattelse af intern kontrol.

> opnar vi forstaelse af den interne kontrol med relevans for revisionen for at kunne udforme
revisionshandlinger, der er passende efter omstendighederne, men ikke for at kunne
udtrykke en konklusion om effektiviteten af fondens interne kontrol.

> tager vi stilling til, om den regnskabspraksis, som er anvendt af ledelsen, er passende, samt
om de regnskabsmassige skgn og tilknyttede oplysninger, som ledelsen har udarbejdet, er
rimelige.

> konkluderer vi, om ledelsens udarbejdelse af arsregnskabet pa grundlag af

regnskabsprincippet om fortsat drift er passende, samt om der pa grundlag af det opnaede
revisionsbevis er vasentlig usikkerhed forbundet med begivenheder eller forhold, der kan
skabe betydelig tvivl om fondens evne til at fortsette driften. Hvis vi konkluderer, at der er
en vesentlig usikkerhed, skal vi i vores revisionspategning ggre opmarksom pa oplysninger

herom i arsregnskabet eller, hvis sadanne oplysninger ikke er tilstraekkelige, modificere
vores konklusion. Vores konklusion er baseret pa det revisionsbevis, der er opnaet frem til
datoen for vores revisionspategning. Fremtidige begivenheder eller forhold kan dog
medfgre, at fonden ikke lengere kan fortsatte driften.
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Vi kommunikerer med den gverste ledelse om bl.a. det planlagte omfang og den tidsmassige
placering af revisionen samt betydelige revisionsmassige observationer, herunder eventuelle
betydelige mangler i intern kontrol, som vi identificerer under revisionen.

Udtalelse om ledelsesberetningen
Ledelsen er ansvarlig for ledelsesberetningen.

Vores konklusion om arsregnskabet omfatter ikke ledelsesberetningen, og vi udtrykker ingen form
for konklusion med sikkerhed om ledelsesberetningen.

I tilknytning til vores revision af arsregnskabet er det vores ansvar at lese ledelsesberetningen og i
den forbindelse overveje, om ledelsesberetningen er vaesentligt inkonsistent med arsregnskabet eller
vores viden opnaet ved revisionen eller pa anden made synes at indeholde vasentlig
fejlinformation.

Vores ansvar er derudover at overveje, om ledelsesberetningen indeholder kravede oplysninger i
henhold til bekendtggrelse nr. 1817 af 29. december 2025bekendtggrelse nr. 1817 af 29. december
2025 om gkonomiske og administrative forhold for modtagere af driftstilskud fra Kulturministeriet.

Baseret pa det udfgrte arbejde er det vores opfattelse, at ledelsesberetningen er i overensstemmelse
med arsregnskabet og er udarbejdet i overensstemmelse med bekendtggrelse nr. 1817 af 29.
december 2025bekendtggrelse nr. 1817 af 29. december 2025 om gkonomiske og administrative
forhold for modtagere af driftstilskud fra Kulturministeriet. Vi har ikke fundet vesentlig
fejlinformation i ledelsesberetningen.

Erklaering i henhold til anden lovgivning og @vrig regulering
Udtalelse om juridisk-kritisk revision og forvaltningsrevision

Ledelsen er ansvarlig for, at de dispositioner, der er omfattet af regnskabsafleggelsen, er i
overensstemmelse med meddelte bevillinger, love og andre forskrifter samt med indgaede aftaler og
seedvanlig praksis. Ledelsen er ogsa ansvarlig for, at der er taget skyldige gkonomiske hensyn ved
driften af aktiviteterne og forvaltningen af de midler, der er omfattet af arsregnskabet. Ledelsen har
i den forbindelse ansvar for at etablere systemer og processer, der understgtter sparsommelighed,
produktivitet og effektivitet.

I tilknytning til vores revision af arsregnskabet er det vores ansvar at gennemfgre juridisk-kritisk
revision og forvaltningsrevision i overensstemmelse med standarderne for offentlig revision. Dette
indeberer, at vi vurderer risikoen for, at der er vasentlige regelbrud i de dispositioner, der er
omfattet af regnskabsafleggelsen, eller vaesentlige forvaltningsmangler i de systemer og processer,
som ledelsen har etableret. Pa grundlag af risikovurderingen fastleegger vi de afgreensede emner,
som vi skal udfgre juridisk-kritisk revision eller forvaltningsrevision af.

Ved en juridisk-kritisk revision efterprgver vi med hgj grad af sikkerhed, om de dispositioner, der er
omfattet af det udvalgte emne, er i overensstemmelse med de relevante bestemmelser i bevillinger,
love og andre forskrifter samt med indgaede aftaler og sadvanlig praksis. Ved en
forvaltningsrevision vurderer vi med hgj grad af sikkerhed, om de systemer, processer eller
dispositioner, der er omfattet af det udvalgte emne, understgtter skyldige gkonomiske hensyn ved
driften af aktiviteterne og forvaltningen af de midler, der er omfattet af arsregnskabet.

Vores revision af hvert udvalgt emne tager sigte pa at opna tilstreekkeligt og egnet revisionsbevis
som grundlag for en konklusion med hgj grad af sikkerhed om det pagaldende emne. Ved en
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revision kan der ikke opnas fuldstendig sikkerhed for at opdage alle regelbrud eller
forvaltningsmangler. Da vi alene har udfgrt juridisk-kritisk revision og forvaltningsrevision af de
udvalgte emner, kan vi ikke udtale os med sikkerhed om, at der ikke kan vere vaesentlige regelbrud
eller vaesentlige forvaltningsmangler pa omrader, der falder uden for de udvalgte emner. Hvis vi pa
grundlag af det udfgrte arbejde konkluderer, at der er anledning til vaesentlige kritiske
bemarkninger, skal vi rapportere herom i denne udtalelse. Vi har ingen vasentlige kritiske
bemarkninger at rapportere i den forbindelse.

Kgbenhavn, den 30. april 2026
EY Godkendt Revisionspartnerselskab

Ulrik B. Vassing
statsaut. revisor
mne32827
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Oplysninger om fonden

Fonden

Formal/charter

Bestyrelse

Direktor

Revisor

Momsregistrering

Lager uden Grensers Fond
Strandlodsvej 44, 2.
2300 Kgbenhavn S

Telefon: +45 39 77 56 00
Hjemmeside: www.msf.dk
E-mail: info@msf.dk
CVR-nr.: 17 01 00 77

Leger uden Granser (MSF) er en organisation, som uden nogen form for
diskrimination med hensyn til etnisk tilhgrsforhold, religion, tro eller politisk
tilhgrsforhold hjelper befolkninger i ngd, ofre for menneskeskabte katastrofer
eller naturkatastrofer og ofre for krigshandlinger.

Leger uden Granser er en neutral og upartisk organisation, som i henhold til
den universelle medicinske etik og retten til humaniter hjelp krever fuld og
uhindret frihed til at udfgre sit arbejde.

Udsendte og ansatte i Leger uden Granser lover at overholde de legeetiske
regler og vaere neutrale over for alle politiske, religigse og gkonomiske
pavirkninger.

Alle udsendte og ansatte er opmarksomme pa de risici og farer, de udsztter
sig for, og de forlanger ikke andet vederlag til sig selv eller deres pargrende
end det, Leger uden Grenser kan tilbyde dem.

Gitte Rgnde, forperson

Peter Toft Tengberg

Bente Hyldahl Fogh

Anne Louise de Barros Garioud
Sgren Uhre, nestforperson
Stine Bloch Jensen

Malin Palmér
EY Godkendt revisionspartnerselskab
Dirch Passers Allé 36

2000 Frederiksberg, Denmark

Fonden er momsregistreret for kgb af ydelser 1 udlandet med omvendt
betalingspligt.
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2025 2024 2023 2022 2021
HOVED- OG NOGLETAL (tkr.)

Indtegter ved indtegsskabende aktiviteter 298.482 274.939 224.194 270.471 214.886
Resultat af indteegtsskabende aktiviteter 266.036 243.344 195.617 241.822 187.539
Administrationsomkostninger og ikke fordelte

fellesomkostninger 7.734 6.137 5.819 6.294 6.555
Finansielle poster, netto 625 800 291 22 6
Resultat for formélsbestemte aktiviteter 258.927 238.007 190.089 235.550 180.990
Omkostninger ved formalsbestemte aktiviteter 46.184 40.946 34.533 36.272 29.460
Arets resultat 212.743 197.061 155.556 199.278 151.530
Uddelinger 212.084 197.048 161.541 192.620 168.326
Aktiver tilhgrende fondskapitalen 5.783 5.734 5.645 4.190 4.204
Anl®gsaktiver 2.351 1.318 1.937 1.334 636
Omsatningsaktiver 21.217 30.616 33.579 21.949 44.843
Aktiver i alt 29.351 37.668 41.161 27473 49.683
Bunden og reserveret egenkapital 5.783 5.734 5.645 4.190 4.204
Fri egenkapital 673 73 130 7.553 1.059
Egenkapital i alt 6.456 5.807 5.775 11.743 5.263
Kortfristede gaeldsforpligtelser 22.895 31.861 35.386 15.730 44.421
Passiver i alt 29.351 37.668 41.161 27473 49.683
Antal private bidragydere 85.211 68.045 75.655 78.856 70.007

Nggletal i %

Overskudsgrad ved indsamlinger mv. 89,13 88,51 87,25 89,41 87,27
ROI 9,20 8,70 7,85 9,44 7,86
Administrationsprocent 2,59 2,23 2,60 2,33 3,05
Formalsprocent 86,53 86,56 87,46 84,63 92,04
Konsolideringsprocent 0,22 0,00 (2,67) 2,46 (7,82)
Sikkerhedsmargin 2,16 2,11 2,51 4,45 2,27
Soliditetsgrad 22,00 15,42 14,03 42,74 10,59

Andel - offentlig finansiering (UM/DANIDA) - - - - -

HOVED- OG NOGLETAL (fortsat)
Ikke-finansielle nggletal

CO2-udledning, scope 1 (tons) - - -

CO2-udledning, scope 2 (tons) 11,29 11,70 12,09

Energiforbrug (GJ) 450,65 423,43 440,49

Vedvarende energiandel (%) - - -

Vandforbrug (m3) 135,13 135,50 135,10

Gns. antal ansatte pa kontoret (FTE) 43 42 36 36 34
Gns. antal udsendte pa danske kontrakter (FTE) 15 18 19 23 23
Gns. antal pa dansk kontrakt - for andre sektioner (FTE) 10 9 9 5 4
Gns. antal frivillige (FTE) 5 6 6 4 4
Kgnsdiversitet (%) 67,86 70,27 78,54

Kgnsdiversitet, gvrige ledelseslag (%) 66,67 66,67 66,67

Lgnforskel mellem kgn (gange) 0,98 0,95 1,08
Medarbejderomsatningshastighed (%) 9,77 6,37 6,08

Sygefraver (%) 7,50 13,38 7,21

Bestyrelsens kgnsdiversitet (%) 67 50 67

Tilstedeverelse pa bestyrelsesmgder (%) 83 83 95

Lgnforskel mellem direktgr og medarbejdere (gange) 1,78 1,80 1,70
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28 Associations, 24 sections
operational entities,
19 Branch office
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® MSF - The MSF Movement map, July 2025

Executive structure
Note that West and Central Africa, was approved as an Institutional Member with the right to run operations at the 2019 IGA. As such its status is a
different from the other entities from an executive point of view

Det samlede reviderede regnskab for hele det internationale Médecins Sans Frontieres for 2025 kan

findes pa Laeger uden Gransers hjemmeside https://msf.dk/oekonomi/regnskaber/ senest 30. juni
2026.

Laeger uden Graensers verdisat og principper:

Vores indsats er udelukkende baseret pa medicinske behov

Mange vigtige informationer om sygdomme, konflikter og kriser nar aldrig de danske
nyhedsoverskrifter. Det galder f.eks historier om konsekvenserne af massive nedskeringer i
bistand, bl.a. 1 Sydsudan, hvor kolera spreder sig, mens sundhedstilbud lukker. Vi hgrer heller ikke
om seksuel vold i DR Congo, om lukkede sundhedsklinikker grundet eskalerende lovlgse tilstande i
Haiti eller om jordskelv, der sender en hardt ramt befolkning ud i en verre situation i Myanmar.

Vores fokus er altid dér, hvor de medicinske behov er stgrst — ogsa i de omrader, som medierne
overser.
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Patienten fgrst

Vores arbejde er styret af medicinsk etik, og vi satter altid patientens behov fgrst. Vi yder
livreddende, helbredende og forebyggende behandling, men giver ogsa humaniter hjalp, hvis
menneskers liv er i fare, og l&gehjelp alene ikke er nok. Vi handler i patienternes interesse og
varner om deres ret til fortrolighed og til at treffe egne beslutninger.

Upartiske

Vi yder gratis, upartisk l&gehjalp til mennesker, der har brug for det. Det er ligegyldigt, hvor de
kommer fra, hvilken religion de tilhgrer, eller hvad deres politiske tilhgrsforhold er. Vi hjelper
uden nogen former for diskrimination de mennesker, der har det stgrste behov.

Uafhangige

Vi er uathengige af politiske, gkonomiske og religigse interesser og forhold. Vi vil frit kunne
vurdere behov, fa adgang til befolkninger uden begrensninger og selv levere den forngdne hjelp
direkte og uden mellemled. Hvis et gkonomisk bidrag kan betyde, at vi ma ga pa kompromis med
vores uath@&ngighed, afviser vi det. Vores arbejde er finansieret af private donorer, og vi tager ikke
imod gkonomiske bidrag fra staten. Det giver os frihed til at s@tte ind uath@ngigt af politiske
prioriteringer og mediebevagenhed.

Neutrale

Vi er neutrale og tager ikke stilling i konflikter eller stgtter nogen af de stridende parters
dagsordener. Vores hjelp ma aldrig bruges til at fremme en regering eller gruppes politiske eller
militeere mal. Nar vi ikke altid er til stede pa alle sider af en konflikt, kan det skyldes, at vi naegtes
adgang, at forholdene udsatter vores ansatte for stor fare, eller at befolkningens vigtigste behov
allerede er dekket.

Vidnesbyrd

Vi taler hgijt, nar vi er vidne til, at menneskerettigheder ikke respekteres, nar adgang til livsvigtig
leegehjzelp forhindres, nar kriser negligeres, eller nar ngdhjalp bliver misbrugt. Vi er forpligtet til at
beare vidnesbyrd ved at fortelle om det, vi ser og oplever, for at forbedre forholdene for vores
patienter og befolkningsgrupper i fare.

Ansvarlige og gennemsigtige

Vi udvikler og optimerer vores ressourcer for at opna stgrst mulig effektivitet og kvalitet i vores
ngdhjelp. Vi redeggr for vores handlinger over for bade vores patienter og donorer, og der er
gennemsigtighed omkring de valg, vi treffer. Vi forpligter os til Igbende at evaluere og kritisk
gennemga vores praksis, vores offentlige fremtraeden og vores made at bruge penge pa, sa vi hele
tiden kan forbedre vores arbejde.

Vores ansatte og diversitet

Vi arbejder aktivt for at sikre lige og retfeerdige muligheder og inklusion pa tvers af den
mangfoldighed af mennesker, som er en del af Lager uden Grenser, bade i rekruttering af
personale og i vores daglige arbejde. Vi er bevidste om, at vi som organisation kan bidrage til
forandring af holdninger, og vi ser det som et ansvar at vere med til at sikre en positiv udvikling i
spgrgsmal relateret til lighed, diversitet og inklusion i vores handlinger savel som i vores
kommunikation.

Selv om vi sender danskere ud pa arbejde i hele verden, sa er de fleste af vores kolleger i Lager
uden Gransers projekter selv bosat i de omrader, hvor projekterne ligger. Det gaelder for omkring
90 procent af vores kolleger, der bade bor og arbejder lokalt. Vi er en verdensomspandende
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organisation, og det kommer i hgj grad ogsa til udtryk pa diversiteten i vores personale. Vi har
kolleger pa tveers af lande, verdensdele, nationaliteter og kulturer. Og vi kunne slet ikke fungere sa
effektivt, som vi ggr, hvis det ikke var tilfeldet.

Internationalt arbejde 2025

Leager uden Granser er verdens stgrste medicinske, humanitere ngdhjelpsorganisation. Mere end
65.000 medarbejdere redder hvert ar millioner af liv verden over. Vi hjelper ofre for krige,
konflikter og katastrofer, men k&mper ogsa for adgang til livsvigtig medicin og behandling.
Leger uden Granser yder akut medicinsk ngdhjlp der, hvor der er mest brug for det — f.eks. 1
vaebnede konflikter, under epidemier eller naturkatastrofer. Det krever hurtig udrykning med
erfarne medicinske og logistiske medarbejdere. Men vi driver ogsa mere langsigtede projekter,
handterer sundhedskriser og stgtter sarbare mennesker der, hvor behovet er stgrst. Lager uden
Granser har 1 2025 projekter 1 over 70 lande.

12025 fortsatte mange af de katastrofer, vi arbejdede i ved arets begyndelse, med store
konsekvenser for vores patienter og personale.

Vi har vaeret vidne til og rabt hgjt om, hvordan mennesker i Gaza ikke har haft noget sikkert sted at
flygte hen, og hvor sveart det har veret at yde helt basal legehjlp, nar sundhedssystemet er
gdelagt, og forsyninger ikke kunne komme ind over gransen trods en leenge ventet vabenhvile i
efteraret 2025.

Krigen i Sudan tegner samme billede. Millioner er sendt pa flugt, og udover manglende adgang til
ngdhjelp og medicinske forsyninger har civile varet ofre for systematisk vold, udsultning og
overgreb 1 blandt andet El Fasher.

De humanitere katastrofer i Gaza og Sudan er eksempler pa, at vi i Leger uden Granser ikke kan
lgfte opgaven alene. Vi har brug for, at verdens ledere tager ansvar og blandt andet sikrer, at
international humanitar lov overholdes. Det var ogsa budskabet, da vi talte i FN’s Sikkerhedsrad
om behovet for gget humanitar adgang i Sudan samt beskyttelse af medicinske faciliteter, patienter
og personale, og da vi mobiliserede danskerne med en underskriftsindsamling og kampagne hen
over sommeren.

Lzger uden Granser i Danmark

Leger uden Gransers Fond er den danske afdeling af Médecins Sans Frontieres og blev grundlagt i
maj 1993.

Leger uden Granser er en selvstendig fond med egen bestyrelse og ledelse.) Tidligere havde alle
institutionelle medlemmer (IMs) i praksis to stemmer hver i de centrale beslutningsfora. Det betgd,
at meget forskellige organisatoriske realiteter — i stgrrelse, ansvar, operationel tyngde og geografisk
reprasentation — blev vegtet ens. Med RIG-reformen (Representation in Governance) er dette
blevet justeret.
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Den nye stemmefordeling er som fglger:

¢ Almindelige Institutionelle Medlemmer (IMs) heriblandt Danmark, har nu én stemme.
Institutionelle Medlemmer, som opfylder kriterierne og er godkendt som Regional
Institutional Members (RIMs), har to stemmer. RIM-status afspejler et sarligt ansvar for
regional repraesentation, koordinering og sammenhang pa tvers af flere lande.

e Movement Wide Association (MWA) har tre stemmer, hvilket afspejler MW As rolle som
reprasentant for hele bevagelsen, herunder perspektiver fra omrader og aktgrer, der
traditionelt har varet underreprasenteret i governance-strukturen.

¢ Den Internationale President har én stemme, hvilket fastholder presidentens formelle rolle 1
beslutningsprocessen uden at overkoncentrere magt.

¢ Denne differentierede stemmefordeling indebrer, at vi ikke lengere har “lige stemmeret” i
snaver forstand, men i stedet en stemmeret, der er mere proportional 1 forhold til ansvar,
mandat og reprasentativitet. Desuden sidder et af Leger uden Gransers
bestyrelsesmedlemmer ogsa i bestyrelsen for det Operationelle Center Bruxelles (OCB),
hvor Lager uden Granser er tilknyttet som partner-sektion.

Den danske afdeling af Lager uden Grenser foretog 38 udsendelser i 2025 og bidrog med
finansieringen af organisationens arbejde pa projekter i over 40 lande.

Fra Danmark udsendes specialister med kompetencer og viden, nar den ikke findes lokalt.

Lager uden Graensers Fond modtager hvert ar donationer i form af arv og gaver. Lager uden
Grenser blev i slutningen af 2016 opmearksom pa, at fortolkningen af/praksis vedrgrende
bestemmelserne i lov om fonde og visse foreninger om uddeling af arv og gaver ikke var helt klar 1
forhold til indsamlings- og ngdhj@lpsorganisationer. Laeger uden Granser foretog derfor en
gennemgang af sin praksis i forbindelse med modtagelse af arv og gaver og bad Civilstyrelsen om
at bekraefte, at handteringen var korrekt, samt udtrykte gnske om en drgftelse omkring procedurer
ved modtagelse af arv og gaver.

Fondslovens bestemmelse § 9 om arv er efterfglgende blevet &ndret, sdledes at bestyrelserne i de
ikke-erhvervsdrivende fonde nu — modsat det hidtil geeldende princip — kan uddele gaver og arv,
medmindre andet er bestemt af gavegiver/testator. Lovaendringen tradte i kraft 1. februar 2019 og
far betydning for arv, som modtages fra en arvelader, der afgar ved dgden efter lovens ikrafttreeden.
For arv, der modtages fra en arvelader, der er afgaet ved dgden fgr den 1. februar 2019, og hvor
arvelader ikke tydeligt har angivet, at arven skal anvendes til uddeling, vil der saledes fortsat skulle
ansgges om tilladelse til frigivelse af midlerne fra Civilstyrelsen.

Fortalervirksomhed for Lager uden Gransers humanitzere sundhedsarbejde

12025 har Leger uden Granser Danmark fortsat at fokus pa de humanitere og globale
sundhedsudfordringer, vi mgder i vores arbejde. Vi har i 2025 iser sat fokus pa, hvordan adgangen
til sundhed er blevet forringet for mennesker 1 humanitare kontekster som konsekvens af de store
nedskaringer samt @ndringer i opbakningen til globalt sundhedsarbejde fra USA og fra flere EU-
lande.

I lyset af ovenstaende har det vaeret en markesag for os at sikre fortsat engagement og stgtte til
global sundhed fra Danmark f.eks i den nye udviklingspolitiske strategi, som blev vedtaget i
sommeren 2025, og hvor sundhed blev et af fokusomraderne. Derudover har 2025 veret praget af
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en fokuseret indsats for at fremme humanitere dagsordener 1 lyset af Danmarks medlemskab af
FN’s Sikkerhedsrad 2025-2026 og formandskab for Radet for EU fra 1. juli til 31. december 2025.
Her har vi advokeret for handling for at gge respekten for humanitar folkeret og for adgang til
sundhed for sarbare grupper i specifikke humanitare kriser som i Sudan, Gaza, Syrien, Ukraine
med flere. Vi har i den sammenh@ng for fgrste gang faciliteret et officielt besgg til Danmark for
Lager uden Gransers Internationale Generalsekreter. Vi har ogsa fortsat arbejdet pa at gge
opbakningen og stgtten til indsatsen imod de store epidemier som HIV, AIDS og tuberkulose
globalt. Vi arbejder pa at fremme ovenstaende dagsordener igennem dialog med
folketingsmedlemmer, danske medlemmer af Europa-Parlamentet, ministerier, forskere,
civilsamfund samt igennem mere formelle processer f.eks WHQO’s generalforsamling samt FN’
generalforsamling.

Leager uden Gransers fem frivilliggrupper i Aalborg, Holbak, Kgbenhavn, Odense og Aarhus er
hvert ar med til at skabe opmarksomhed om Lager uden Graensers medicinske og humanitere
arbejde samt fremme vores markesager og budskaber. Frivilliggrupperne ggr dette ved at atholde
oplysningsarrangementer og events rundt omkring i landet sammen med nogle af Leger uden
Gransers tidligere udsendte.

Vi bidrager til den globale organisation med trzening inden for international sundhed

MSF Danmark har etableret et Learning and Development Centre i Kgbenhavn. Centret tilbyder
introduktionskurset "Welcome to MSF" i OCB og atholder online kurser hver 14. dag for nye
medarbejdere i OCB og alle OCB's programlande. I 2025 deltog 304 personer i 18 online kurser,
samt to online kurser i ledelse.

Centret handterer ogsa al leering og udvikling inden for reproduktiv sundhed og alle typer for vold
for OCB. Kurser i Advanced Life Support in Obstetrics (ALSO) blev aftholdt i Kgbenhavn og flere
programlande. Der blev ogsa afholdt kurser i implementering af sikre aborter, behandling af seksuel
vold og generel introduktion til seksuelle og reproduktive ydelser.

Centret stgtter den internationale platform for reproduktiv sundhed og er ogsa i 2025 begyndt at
stgtte platformen for alle typer for vold. Pa begge platforme koordinerer og supporterer centret
treeningsforlgb pa tvars af den globale organisation samt manedlige globale workshops om sikre
aborter.

12025 fortsatte man samarbejdet med organisationen Dignity omkring at udvikle et online
selvstudiekursus om tortur.

Centret bidrog ogsa med undervisning pa Kgbenhavns Universitet inden for international sundhed.

Regnskabsberetning
Indtaegtskabende aktiviteter:

I Leger uden Granser arbejder vi ud fra klare etiske principper i vores fundraising. Vi modtager
kun midler, som vi reelt har behov for, og som vi kan bruge ansvarligt i den givne kontekst,pengene
er givet til. Dette betyder, at vi ngje vurderer, hvorvidt gremarket stgtte kan anvendes effektivt,
inden vi accepterer den. Nar det ikke er muligt at anvende gremarkede midler fuldt ud i en specifik
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krise, prioriterer vi at rejse generelle midler, som giver os fleksibiliteten til at handle hurtigt og
hjzlpe, hvor ngden er stgrst. Denne tilgang sikrer, at vores humanitare indsats altid forbliver
behovsdrevet og uathengig, og vi er taknemmelige for den store opbakning fra bade nye og
eksisterende donorer, som ggr dette muligt. Vi kan se tilbage pa et ar, hvor danskernes opbakning
igen har varet ekstraordinar. Mange nye bidragsydere er kommet til, og vores eksisterende donorer
har stgttet vores arbejde genergst.

Indtaegter fra indtaegtsskabende aktiviteter i 2025

12025 udgjorde Leger uden Gransers samlede indtegter fra indtegtsskabende aktiviteter 298,5
mio. kr., hvilket er en markant stigning sammenlignet med 274,9 mio. kr. i 2024. De samlede
indtegter i 2025 1a dermed 23,5 mio. kr. hgjere end aret for.

Bortset fra en mindre andel fra Danske Udlodningsmidler, som er beskrevet nedenfor, kom alle
indsamlede midler i 2025 fra private bidragydere.

De vasentligste forskelle i private indtagter fra 2024 til 2025 fremgar herunder:

2025 2024  Diff.
Bidragydere 119,7 113,2 6,5
Arv og legater 127,1 116,2 10,9
Virksomheder 10,5 9,0 1,5
Fonde 32,3 26,7 5,6
Feellesindsamlinger 4,9 6,2 (1,3)
| alt 294 .4 271,3 23,1

I forhold til de forskellige indtegtskilder er det desuden verd at fremhave fglgende:

Vi oplevede i 2025 stor stgtte fra privatpersoner, der donerede bade med enkelt-belgb, som faste
stgtter eller igennem testamentering. I alt modtog vi stgtte fra mere end 85.000 private bidragydere.
Indtegterne fra privatpersoner, der stgtter fast, steg fra ca. 68 mio. kr. 1 2024 til mere end 75 mio.
kr.12025.

Igen i 2025 modtog vi ekstraordinart mange midler fra arv og legater og afsluttede aret med at have
modtaget 127,1 mio. kr. fra personer, der havde betenkt os i deres testamente. Det er en stigning pa
9 % 1 forhold til 2024.

Vores deltagelse i Danmarksindsamling pa DR bidrog med knap 5 mio. kr. i 2025.

Indtegterne fra fonde var ogsa stgrre end i 2024, med 5,6 millioner i stigning i forhold til 2024. En
af grundene hertil var en ekstraordinar donation fra Ragnhild Bruuns Fond

Udover private bidrag modtog vi desuden 4 mio. kr. bestaende af momskompensation fra SKAT,
distributionstilskud fra Biblioteksstyrelsen samt tilskud fra Udlodningsmidlerne til delvis dekning
af administrationsomkostninger.
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Omkostninger til fundraising og administration

12025 udgjorde de samlede fundraising omkostninger 32,4 mio. kr. mod 31,6 mio. kr. 1 2024.

De ekstra midler, der er investeret i 2025, er primert investeringer i medieindrykninger, kampagner,
telemarketing og andre direkte indtegtsskabende aktiviteter, der sammen med tidligere ars
investeringer i Brand-projektet stgtter vores ambition om vakst. Desuden valgte vi at ans&tte én
ekstra fuldtidsmedarbejder sammenlignet med aret fgr.

De samlede administrationsomkostninger og ikke-fordelte feellesomkostninger steg i 2025 til 7,7
mio. kr. — hvilket er hgjere end i 2024, hvor omkostningerne udgjorde 6,1 mio. kr. Dette skyldes
hovedsageligt en ekstra ansat i associationen samt et helt ars honorar til Bestyrelsesforpersonen i
forhold til 2024 (0,5 mio kr.). Vi har ansat en Nordisk Compensation and Benefits specialist;
udgifterne hertil deles med de andre nordiske landetil at koordinere og levere ekspertise i
forbindelse med implementering af relevante Rewards Review arbejdsspor for bade kontor- og
feltansatte. (ca. 0,3 mio kr.).

Det danske kontor bidrog desuden med en del af omkostningerne til Leger uden Gransers
internationale kontor i Geneve. Belgbet udgjorde i 2025 4,2 mio. kr. mod 2,9 mio. kr. i 2024.
Omkostninger til ledelse og generel administration for Lager uden Grensers kontor i Danmark steg
en smule i 2025 til 3,6 mio. kr. fra 3,2 mio. kr. i 2024 svarende til 1,2% af de samlede indtegter.

Arets lokale administrationsprocent blev saledes 1,2%.

Resultatdisponering

Arets resultat efter fradrag af omkostninger til formalsbestemte aktiviteter udgjorde 212,7 mio. kr.
Efter overfgrsel af 73 tkr., der ved udgangen af 2024 var hensat til senere uddelinger, var der 1 alt
212,8 mio. kr. til radighed for 2025.

Af de 212,8 mio. kr., der i alt var til radighed, udgjorde arets uddelinger i alt 212,1 mio. kr.
@remerkede midler pa i alt 673 tkr. blev overfort til reserver for senere uddelinger, og endelig blev
59 tkr. overfort til den disponible kapital.

Udover en fortsat effektivisering og rationalisering er en vasentlig arsag til, at Leeger uden Graenser
fortsat kan sende sa relativt stor en andel af indtagterne direkte til ngdhjalpsarbejdet, det store
frivillige arbejde, der leegges i organisationen.

Bidrag til forskning og andet humanitzert arbejde

Ialt 951 tkr. blev i 2025 ydet til Leger uden Gransers internationale videnskabelige arbejde. Heraf
bidrog Lager uden Granser i 2025 med 261 tkr. til DNDi. (www.dndi.org).

Herudover bidrog vi med 690 tkr. til MSF’s Access-projekt. Access-projektet har til formal at sikre
adgang til livsvigtig medicin. Projektet henvender sig til producenter, regeringer, private
interessenter og internationale organisationer for at skabe holdbare lgsninger, der kan sikre
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adgangen til billig og god medicin til de sygdomme, som rammer mange mennesker i fattige lande.

Bestyrelse og medlemskab

Leager uden Gransers bestyrelsesmedlemmer modtager ikke vederlag for deres arbejde.
Bestyrelses-forpersonen modtager (fra 1/9/2024) et honorar pa 10.500 kr. om maneden.
Bestyrelsesmgder aftholdes méanedligt. Mgdernes forste del er abne for interesserede medlemmer af
representantskabet, frivillige savel som ansatte.
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Forventninger til det nye ar, 2026

De massive nedskaringer og ®ndringer i stgtten til global sundhed, humanitert arbejde og det
multilaterale system vil fortsat prege vores arbejde 1 2026.

Selv om vores uafhaengige finansiering betyder, at vores finanser ikke pavirkes direkte af de
gkonomiske nedskaringer, sa vil vi blive pavirket af deres konsekvenser, da vi vil se en stgrre
tilstremning af patienter til vores klinikker grundet nedlukninger andre steder. Vi vil ogsa merke
konsekvenserne af en svakket humanitar og global sundheds-arkitektur omkring vores arbejde, da
vi typisk arbejder teet sammen med andre organisationer og iser FN-systemet pa at levere vores
humanitere indsats. F.eks. far vi svaerere ved at henvise patienter til specialtilbud og ved at kunne
hjelpe med en holistisk humanitar indsats, fordi vi mangler mange af vores partnere. Vi forudser
ogsa, at de politiske skift veek fra det multilaterale system og med mere fokus pa nationale
interesser, geopolitik og sikkerhedspolitik vil betyde, at det bliver svarere for serligt udsatte
grupper som flygtninge, migranter, LGBTQI+ og mennesker i humanitaere kontekster at fa adgang
til gratis sundhedshj&lp- Vi mener, at den uath@ngige medicinske humanitare indsats og Leger
uden Gransers stemme fra vores projekter vil blive endnu vigtigere i 2026 og fremadrettet. Vi vil
fortsaette med at rabe op pa vegne af vores patienter og baseret pa vores humanitare principper
trods et mere komplekst politisk klima nationalt og globalt.

Vi er opmarksomme pa de risici, der fglger med at vere en principfast humaniter aktgr og stemme.
Vi anerkender de meget reelle konsekvenser, som mange af vores medarbejdere er vidne til pa
fgrste hand,fra suspendering af partnerprogrammer til afskedigelser af kolleger fra andre
organisationer — og det ggede politiske og offentlige pres, der fglger med at rabe op om
uretfeerdighed og brud pa humaniter lov.

Konteksten har maske @ndret sig, men det har vores mission ikke: Vi er fortsat forpligtet til at
hjelpe dem, der har mest brug for det, uanset hvor de er.

Pa det nationale plan vil Lager uden Granser i Danmark fortsatte arbejdet med at reducere egne
CO2 udledninger med mindst 50 procent i forhold til 2019-niveauer inden 2030.

Vi vil fortsat arbejde aktivt for gkonomisk og politisk prioritering af globale sundheds- og
humanitere dagsordener gennem et sterkt netverk i de danske ministerier, Folketinget, den private
sektor, den akademiske verden, FN/WHO i Danmark og i medierne.

Vi fortsaetter arbejdet med at vakste fundraising-indtagterne fra Danmark, sa vi kan bidrage mest
muligt til den internationale organisation gkonomisk igennem implementering af en 5-arig
vaekststrategi. Vi forts@tter med at levere et hgjt investeringsafkast samt arbejder aktivt for, at vores
administrationsomkostninger bliver ved med at vare lave. Vi vil ogsa fortsatte med at engagere os
internationalt for at stgtte den internationale flerarige fundraising-strategi, som vi finder vigtig og
meget relevant for vores evne til at indsamle penge effektivt i fremtiden.

Endelig sigter vi mod yderligere at styrke vores medicinske grundlag og MSF DKs evne til at levere
treening og uddannelse til feltpersonale.
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Begivenheder efter regnskabsarets afslutning

Der er ikke efter regnskabsaret indtruffet vasentlige begivenheder, der pavirker dette regnskab.
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Anvendt regnskabspraksis

Arsrapporten udarbejdes i overensstemmelse med god regnskabsskik som nedenfor under
hensyntagen til de s&rlige regler, der gelder for ikke-erhvervsdrivende fonde, samt bekendtggrelse
nr. 1817 af 29. december 2025bekendtggrelse nr. 1817 af 29. december 2025 om gkonomiske og
administrative forhold for modtagere af driftstilskud fra Kulturministeriet.

;\rsrapporten er endvidere aflagt med udgangspunkt i retningslinjer udarbejdet af en arbejdsgruppe
under danske indsamlingsorganisationers organisation ISOBRO. Retningslinjerne er udarbejdet
med henblik pa at styrke legitimiteten og transparensen i arsregnskaber aflagt af medlemmer af
ISOBRO i form af fzlles principper, begreber m.v. L&ger uden Graensers Fond modtager stgtte i
henhold til forskellige stgtteordninger, som indeholder krav til regnskabsafleeggelsen. Disse indgar
ligeledes i arsrapporten.

Den anvendte regnskabspraksis er uaendret i forhold til aret fgr.

Valutaomregning

Transaktioner 1 fremmed valuta omregnes til danske kroner efter transaktionsdagens kurs.
Monetare aktiver og forpligtelser i fremmed valuta omregnes til danske kroner efter balancedagens
valutakurser.

Realiserede og urealiserede valutakursgevinster og -tab indgar i resultatopggrelsen under finansielle
poster.

Resultatopggarelse

Indtaegter
Fondens indtegter indeholder primart private midler.

Indtegterne opdeles i frie midler, hvortil der ikke er knyttet serlige betingelser fra giver, og
gremarkede midler, hvor giver har betinget sig, at anvendelsen af donationen skal opfylde nogle
narmere fastsatte mal eller lign.

Midler, der er bestemt til uddeling, indregnes i resultatopggrelsen, nar disse modtages. Gave- og
arvebelgb, som ikke er bestemt til uddeling, indregnes direkte pa den bundne egenkapital, se
endvidere side 14 herom.

Kontante tilskud, ydet til kgb af aktiver, indtegtsfgres. Tilskud givet i form af aktiver indtegtsfgres
med den skgnnede verdi af aktivet, nar denne kan opggres med tilstraekkelig sikkerhed. Vardien af
det arbejde, som frivillige og ulgnnede udfgrer pa fondens kontor i Kgbenhavn, indregnes ikke i
resultatopggrelsen.

Omkostninger

Omkostninger ved indtegtsskabende aktiviteter omfatter eksterne omkostninger, direkte henfgrbare
lgnomkostninger ved fundraising-aktiviteter samt afskrivninger pa it-systemer til fundraising.

Omkostninger til fundraising omfatter alle omkostninger afholdt med henblik pa at etablere og sikre
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den brede kreds af donorer, som er altafggrende for Laeger uden Gransers virksomhed. Heri indgar
ogsa omkostninger til Igbende information til Leeger uden Gransers faste bidragydere samt
omkostninger til andre publikationer om Leger uden Gransers og Médecins Sans Frontieres’
aktiviteter og opnaede resultater.

Administrationsomkostninger og ikke-fordelte faellesomkostninger
Administrationsomkostninger og ikke-fordelte fellesomkostninger omfatter administrative eksterne
omkostninger, herunder omkostninger til kontorlokaler og kontoromkostninger, lgnomkostninger
vedrgrende ledelse og administration samt afskrivninger pa indretning af lejede lokaler og
administrative it-systemer. Endvidere indgar andel af omkostninger til Igbende information til
Leger uden Gransers faste bidragydere samt til omkostninger til udarbejdelse af fondens
arsberetning.

Finansielle poster

Finansielle indtegter og omkostninger indregnes i resultatopggrelsen under ”Andre indtegter” med
de belgb, der vedrgrer regnskabsaret. Finansielle poster omfatter renteindtegter og -omkostninger
samt realiserede og urealiserede kursgevinster og -tab vedrgrende transaktioner i fremmed valuta.

Realiserede og urealiserede kursgevinster vedrgrende fondens bundne aktiver tilhgrer pr. definition
den bundne kapital og indregnes derfor direkte pa fondens bundne kapital under egenkapitalen.

Omkostninger ved formalsbestemte aktiviteter
Omkostninger ved formalsbestemte aktiviteter omfatter bidrag til projektstyring, informations- og
fortalervirksomhed samt bidrag til forskning og andet humanitert arbejde.

Bidrag til projektstyring omfatter bidrag til dekning af omkostninger ved de operationelle centres
styring af de humanitere projekter.

Informations- og fortalervirksomhed omfatter aktiviteter, der har til formal at informere om Lager
uden Gransers/Médecins Sans Frontieres humanitare indsats.

Bidrag til forskning og andet humanitart arbejde omfatter Leger uden Gransers stgtte til
videnskabelige undersggelser, f.eks. stgtte til udvikling af ny effektiv, prisbillig medicin eller
forbedringer af bestaende medicin med henblik pa at ggre bedre medicin tilgeengelig for ngdlidende
befolkningsgrupper.
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Af- og nedskrivninger

Af- og nedskrivninger omfatter af- og nedskrivninger pa materielle anlaegsaktiver. Anlegsaktiverne
afskrives lineert pa grundlag af kostprisen, baseret pa fglgende vurdering af brugstiderne og
scrapverdierne:

Brugstid Scrapveerdi
Software 3ar 0
Indretning af lejede lokaler S5ar 0
Andre anleg, driftsmateriel og inventar 4 ar 0

Uddelinger

Resultatdisponeringen viser, hvordan arets resultat er disponeret med hensyn til uddelinger og
konsolidering. De disponerede uddelinger anses saledes i medfgr af lov om fonde og visse
foreninger samt fondens formal som en resultatdisponering og ikke som en driftsudgift.

Bevilgede donationer til konkrete projekter betales til de projektansvarlige organisationer i takt
med, at organisationerne forelegger endelige projektregnskaber. Bevilgede, men endnu ikke
udbetalte donationer til konkrete formal, hensattes ved arets overskudsdisponering til senere
uddeling og indregnes under egenkapitalen til serlige reserver for henholdsvis gremearkede midler
og frie midler.

Balancen
Balancen er, i overensstemmelse med fondslovens regler herom, opdelt i en bunden og en
disponibel del.

Summen af fondens bundne aktiver skal til enhver tid vere identisk med fondens bundne kapital.

Mellemregning mellem de bundne og disponible aktiver kan opsta som fglge af bestyrelsens
beslutninger om konsolidering i medfgr af arets resultatdisponering.

Investeringsbeviser
Beholdningen omfatter bgrsnoterede investeringsbeviser, der males til kursverdien pa
balancedagen.

Materielle anlaegsaktiver

Materielle anlegsaktiver omfatter indretning af lejede lokaler pa fondens hovedkontor i Kgbenhavn
samt driftsmateriel og inventar, herunder it-udstyr, der anvendes i administrationen. Materielle
anlegsaktiver males til kostpris med fradrag af akkumulerede af- og nedskrivninger. Lejede lokaler
afskrives over 5 ar. Driftsmateriel og inventar afskrives over 4 ar.

Software under udfgrelse og forudbetalinger i relation hertil

Software (it-systemer) anvendes til varetagelse af fondens administrative opgaver og fundraising-
opgaver. Vardien af serskilte it-programmer males til kostpris med fradrag af akkumulerede af- og
nedskrivninger. Egenudviklede, feerdiggjorte systemer males til summen af medgaede omkostninger
med fradrag af akkumulerede af- og nedskrivninger. It-systemer afskrives over 3 ar.
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Lagerbeholdninger
Lagerbeholdninger bestar af smykker og julekort m.v. og males til kostpris pa grundlag af FIFO-
princippet eller til nettorealisationsverdi, hvis denne er lavere.

Tilgodehavender

Tilgodehavender fra salg og andre tilgodehavender m.v. males til amortiseret kostpris, der
seedvanligvis svarer til nominel vardi. Verdien reduceres med nedskrivninger til imgdegaelse af
forventede tab. Periodeafgransningsposter under tilgodehavender omfatter forudbetalte
omkostninger, der vedrgrer efterfglgende regnskabsar.

Likvide beholdninger
Likvide beholdninger bestar af bankindestaende og kontante midler.

Egenkapital

Fondens egenkapital bestar af den bundne kapital, der i henhold til fondsloven ikke ma anvendes til
uddeling, samt af den disponible kapital, der bestar af modtagne gremarkede midler og frie midler,
der endnu ikke er anvendt til uddeling.

Bunden kapital

Fondens bundne kapital bestar af midler, der forela ved fondens stiftelse, hvad der efterfglgende er
tilfgrt i form af arv og gaver, som af givere ikke er bestemt til uddeling, samt belgb til
konsolidering, besluttet af bestyrelsen ved den arlige resultatdisponering.

Reserver for gremarkede og frie midler

Bevilgede donationer og indsamlede midler, der ikke nar at blive anvendt inden arets udgang,
henszttes til reserver for gremeerkede og frie midler ved arets resultatdisponering. Nar midlerne
anvendes, indregnes anvendelsen som uddelinger i efterfglgende ars resultatdisponering.

Reserverne males til nominel vaerdi, idet de som hovedregel forventes anvendt inden for 1-2 ar.
Bevilgede donationer, som undtagelsesvist ikke kan anvendes efter deres formal, disponeres efter
narmere aftale med de pageldende donorer.

Disponibel kapital
Fondens disponible kapital bestar af overfgrt andel af resultater for aret og tidligere ar, som endnu
ikke er uddelt eller overfort til reserve for gremarkede midler eller reserve for frie midler.

Kortfristede gaeldsforpligtelser

Kortfristede geldsforpligtelser omfatter leverandgrgeld, geld til tilknyttede organisationer under
Médecins Sans Frontieres samt andre geldsforpligtelser. Kortfristede geaeldsforpligtelser males til
amortiseret kostpris, som i al vasentlighed skgnnes at svare til dagsverdien.
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Skat af arets resultat og udskudt skat

Arets skat, som bestar af rets aktuelle skat, indregnes i resultatopggrelsen. Ved opggrelsen af den
skattepligtige indkomst foretages fradrag for uddelinger og hensattelse til konsolidering samt
skattemassige hensattelser til fremtidige almennyttige uddelinger.

Skattelovgivningen tillader skattemassigt fradrag for hensettelse til senere almennyttige
uddelinger. Det er derfor muligt at reducere en eventuel skattepligtig positiv indkomst til nul i
opgerelsen af den skattepligtige indkomst ved at foretage en skattemessig hensattelse til senere
uddeling. Den skattemassige hensttelse til senere uddeling kan ikke indregnes regnskabsmessigt,
hvorfor der opstar en udskudt skatteforpligtelse herpa. Den udskudte skatteforpligtelse indregnes
dog ikke i arsregnskabet, idet ledelsen ikke anser det for sandsynligt, at den kommer til beskatning
som fglge af, at det er ledelsens hensigt fortsat at uddele alle disponible midler i overensstemmelse

med fondens formal.

Nggletal

Nggletal er opgjort i overensstemmelse med anbefalinger fra organisationen ISOBRO. Nggletal
praesenteret i ledelsesberetningen er beregnet saledes:

Nggletal

Beregningsformel

Nggletal udtrykker:

Overskudsgrad ved indsamlinger m.v.

Resultat af indtegtsskabende
aktiviteter *100, divideret med
indtegter ved indtegtsskabende
aktiviteter

Overskudsgrad ved indsamlinger viser
den andel af de i regnskabsperioden
indtegtsfgrte midler, som er tilbage til
organisationen, efter at direkte
henfgrbare omkostninger til
frembringelse af indtegterne er
fratrukket

ROI (Return On Investment)

1 / (Omkostninger til indtegtsskabende
aktiviteter / de samlede indtegter)

ROI viser effektiviteten af de anvendte
omkostninger i forbindelse med at skabe
indtagter.

Administrationsprocent

Administrationsomkostninger og ikke-
fordelte fellesomkostninger* 100,
divideret med indtegter ved
indtegtsskabende aktiviteter

Administrationsprocenten viser den del
af organisationens samlede indtagter,
der er medgaet til administration o.lign.
og ikke-fordelte kapacitetsomkostninger

Formaélsprocent

Omkostninger ved formalsbestemte
aktiviteter plus uddelinger*100,
divideret med indtegter ved
indtegtsskabende aktiviteter

Formalsprocenten viser den andel af
organisationens samlede indtegter, der
er medgaet til formélsbestemte
aktiviteter i regnskabsaret i form af
afholdte omkostninger, som er direkte
henfgrbare til de pageldende aktiviteter

Konsolideringsprocent

Arets resultat fratrukket
uddelinger*100, divideret med
indtagter ved indtegtsskabende
aktiviteter

Konsolideringsprocenten viser den del
af organisationens samlede indtzgter,
der er medgéet til konsolidering af
organisationens formue
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Sikkerhedsmargin Egenkapital*100, divideret med Sikkerhedsmargin udtrykker, i hvor
uddelinger, samlede omkostninger til | hgj grad egenkapitalen ultimo
indtegtsskabende, formalsbestemte regnskabsaret kan deekke
og generelle aktiviteter organisationens omkostninger

Soliditetsgrad Egenkapital*100, divideret med Soliditetsgrad udtrykker

balance i alt

organisationens finansielle styrke

Kgnsdiversitet (%) HQ

Kgnsdiversitet = ((Kvindelige FTE’er
+ Kvindelige midlertidige arbejdere)/
(Fuldtidsarbejdsstyrken)) * 100.
Enhed: %

Kegnsdiversiteten udtrykker forholdet
mellem kvinder og mand i
organisationen.

Kegnsdiversitet, gvrige ledelseslag
(%)

Kgnsdiversitet for gvrige ledelseslag
= ((kvindelige ledere)/(alle
ledere))*100

Kegnsdiversiteten udtrykker forholdet
mellem kvinder og mand i ledelsen i
organisationen.

Lgnforskel mellem kgn (gange) HQ

Lgnforskel mellem kgn = Median
mandlig lgn/Median kvindelig Ign.
Enhed: Gange

Lgnforskellen mellem kgn

Medarbejderomsatningshastighed
(%) HQ

Medarbejderomsatningshastighed =
((Frivillige + Ufrivillige forladende
FTE’er)/FTE’er) * 100.

Enhed: %

Medarbejderhastigheden udtrykker,
hvor mange procent af
medarbejderne er fratradt deres
stilling i 1gbet af aret.

Sygefravaer (Dage/FTE) HQ

Sygefraver = (Antal sygedage for
alle egne FTE’er i perioden)/(Total
FTE’er).

Enhed: Dage/FTE

Sygefravar udtrykker, hvor mange
sygedage der gennemsnitligt har
veret pr, FTE i Igbet af aret

Bestyrelsens kgnsdiversitet (%)

Bestyrelsens kgnsdiversitet =
((Kvindelige
generalforsamlingsvalgte
bestyrelsesmedlemmer)/ (Alle
generalforsamlingsvalgte
bestyrelsesmedlemmer)) * 100.
Enhed: %

Bestyrelsens kgnsdiversitet udtrykker
forholdet af kvinder i bestyrelsen.

Tilstedeverelse pa bestyrelsesmgder
(%)

Tilstedevearelse pa bestyrelsesmgder
= ((ZAntal bestyrelsesmgder, hvor
man

har veret tilstede) pr.
Bestyrelsesmedlem /(Antal
bestyrelsesmgder * Antal
bestyrelsesmedlemmer)) * 100.

Tilstedeverelse pa bestyrelsesmgder
udtrykker hvor stor deltagelsen af
bestyrelsesmedlemmer har veret pa
bestyrelsesmgderne inkl. online
deltagelse.
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Enhed: %

Lgnforskel mellem direktgr og
medarbejdere (gange) HQ

Lgnforskel mellem CEO og
medarbejdere = CEO kompensation/
Median medarbejderlgn.

Enhed: Gange

Lgnforskel mellem direktgr og
medarbejdere udtrykker, hvor meget
hgjere direktgrens lgn er i forhold til
medianen.

CO2 udledning scope 1 (Tons)

N/A

N/A

CO2 udledning scope 2 (Tons)

Vand: Emissionsfaktor 0,132 kg CO2
eq/m3

El: Emissonsfaktor 0,152 kg CO2 eq.
per kwh

Fjernvarne: CO2 emission leveret
direkte fra udlejer.

For Vand og El har vi anvendt de
officielle MSF tal leveret af MSF
Climate Smart Team.

CO2-udledning forarsaget af el- og
vandforbrug samt fjernvarme.

Energiforbrug (GJ)

Vand: N/A. udbyder leverer ikke data
og ikke significant.

El: Forbrug i kwh gange 0,0036 for at
opna forbruget i GJ.

Fjernvarne: Forbrug i kwh gange
0,0036 for at opna forbruget i GJ.

Energiforbruget anvendt for at vores
danske kontor har haft el,varme og
vand, der gerne pa sigt ma falde.

Vedvarende energiandel (%)

N/A

N/A

Vandforbrug (m3)

Tal opgivet fra udlejer

Udviklingen i vandforbrug, der gerne
pa sigt ma falde.

Gennemsnitligt antal ansatte er beregnet baseret pa det samlede indbetalte ATP-bidrag i
regnskabsaret for danske medarbejdere (ATP-metoden) tillagt beregnet antal medarbejdere aflgnnet
i udlandet baseret pa registrerede aflgnnede timer. Frivillige medarbejdere indgar ikke i det

beregnede antal ansatte.

Pengestromsopggarelse

Pengestrgmsopggrelsen viser fondens pengestrgmme fordelt pa drifts-, investerings- og
formalsbestemte aktiviteter i aret, arets forskydning i likvider og fondens likvider ved arets

begyndelse og slutning.

Pengestrgmme fra driftsaktivitet opggres som arets resultat reguleret for ikke-kontante
driftsposter og @®ndringer 1 driftskapitalen.

Pengestrgmme fra investeringsaktivitet omfatter betalinger i forbindelse med kgb og salg af
immaterielle, materielle og finansielle anlegsaktiver.
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Pengestremme fra formalsbestemte aktiviteter viser betalinger i forbindelse med fondens
uddelinger til projekter, bidrag til projektstyring, informations- og fortalervirksomhed samt bidrag
til forskning og andet humaniteart arbejde.

Dokument-ID 09222115557576969862 Signeret ET, BHF, SBJ, SU, GKR, MP, UBV, ALdBG, PTT




Resultatopggrelse

I tusind kroner

Andre midler
Private midler
Indteegter ved egen virksomhed

Indtaegter ved indtaegtsskabende aktiviteter

Omkostninger ved indtegtsskabende aktiviteter
Omkostninger ved egen virksomhed

Resultat af indtzegtsskabende aktiviteter

Administrationsomkostninger og ikke-fordelte
feellesomkostninger

Resultat fgr finansielle poster

Finansielle indtegter
Finansielle omkostninger

Resultat for formalsbestemte aktiviteter

Bidrag til projektstyring
Bidrag til informations- og fortalervirksomhed
Bidrag til forskning og andet humanitert arbejde

Omkostninger ved formalsbestemte aktiviteter

Arets resultat

Resultatdisponering

Arets resultat

Frigivet fra den bundne egenkapital (Arv)
Hensat til senere uddeling aret fgr

Til disposition

Der anvendes sdledes:
Uddelinger i aret

Hensat til senere uddeling
Overfgrt til egenkapitalen

Noter

10
11
12

22
23

24
23
22
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@Dremarkede

midler I alt 2025 T alt 2024
1.365 2.673 4.038 3.610
258.829 35.615 294444  271.329
260.194 38.288 298.482 274.939
31.892 554 32.446 31.595
228.302 37.734 266.036 243.344
5.615 2.119 7.734 6.137
222.687 35.615 258.302  237.207
625 0 625 800

- 0 - -
223.312 35.615 258.927 238.007
36.377 0 36.377 32.608
8.856 0 8.856 7.502
951 0 951 836
46.184 0 46.184 40.946
177.128 35.615 212.743  197.061
177.128 35.615 212.743  197.061
54 19 73 130
177.182 35.634 212.816  197.191
176.402 35.682 212.084 197.048
647 26 673 73
59 - 59 70
177.108 35.708 212.816  197.191
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Balance

Pr. 31. december

Aktiver

Investeringsbeviser
Bankindestaende
Bundne aktiver

Software
Immaterielle anlaegsaktiver

Andre anleg, driftsmateriel og inventar
Indretning lejede lokaler
Materielle anlaegsaktiver

Deposita
Finansielle anlaegsaktiver

Anlaegsaktiver

Tilgodehavender hos tilknyttede organisationer
Andre tilgodehavender
Periodeafgransningsposter

Tilgodehavender

Likvide beholdninger

Omsatningsaktiver

Disponible aktiver

AKtiver
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Noter

22
22

15

15
15

16

17
18
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2025 2024
811 821
4.972 4.913
5.783 5.734
2.044 1.023
2.044 1.023
66 66

0 0

66 66

241 229
241 229
2.351 1.318
2.022 1.916
5.407 741
569 310
7.998 2.967
13.219 27.649
21.217 30.616
23.568 31.934
29.351 37.668




Passiver

Fondskapital
Bunden kapital

Reserve for private midler
Overfogrt overskud
Disponibel kapital

Egenkapital

Leverandgrgeld

Geld til tilknyttede organisationer
Anden geld

Kortfristede gaeldsforpligtelser

Gaeldsforpligtelser i alt

Passiver

Leje og leasingforpligtelser
Fallesindsamling, Danmarksindsamlingen

Dokument-ID 09222115557576969862

Balance
Pr. 31. december

Noter

22

23
22

19
20

21
25

30

2025 2024
5.783 5.734
5.783 5.734

673 73

0 0

673 73
6.456 5.807
1.307 1.584
19.023 28.231
2.565 2.046
22.895 31.861
22.895 31.861
29.351 37.668
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Noter

Pengestromsanalyse for 2024

Note 2025 2024
Resultat fgr finansielle poster 258.302 237.207
Af- og nedskrivninger 935 727
Udvikling i varebeholdninger 0 0
Udvikling i tilgodehavender -5.031 4.900
Udvikling i kortfristede geldsforpligtelser -8.966 -3.525
Pengestrgmme af drift for finansielle poster 245.240 239.309
Modtagne finansielle indtegter 625 800
Betalte finansielle omkostninger 0 0
Pengestremme vedrgrende drift 245.865 240.109
Tilgang mv. af immaterielle anleegsaktiver -1.902 -175
Tilgang mv. af materielle anlegsaktiver -55 0
Tilgang mv. af finansielle anlegsaktiver -12 1
Tilgang af bundne aktiver -59 -70
Pengestremme vedgrende investeringer -2.028 -244
Pengestromme for formalsbestemte aktiviteter og
uddelinger 243.837 239.865
Uddelinger i aret -212.084 -197.048
Bidrag til projektstyring -36.314 -32.608
Bidrag til forskning og andet humaniteart arbejde -951 -836
Informations- og fortalervirksomhed -8.856 -7.502
Pengestrgmme vedrgrende formalsbestemte
aktiviteter og uddelinger -258.205 -237.994
Zndring i likvider -14.368 1.871
Likvider 01.01.2025 27.587 25.716
Likvider 31.12.2025 13.219 27.587
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Note 1. Indsamlede offentlige midler

Andre midler:
Kompensation for kgbsmoms, fra SKAT
Slots- og kulturstyrelsen, distributionstilskud

Slots- og kulturstyrelsen, TLAN
Lalt

*

Offentlige midler i alt

Note 2. Indsamlede private midler
Bidragydere

Arv og legater

Virksomheder

Fonde

Fellesindsamlinger
Talt

Note 3. Indtzegter ved egen virksomhed
Salg af smykker, julekort mv.
Talt

32

Noter
PDremarkede
Frie midler midler I alt 2025 I alt 2024
1.365 - 1.365 1.242
- 554 554 527
- 2.119 2.119 1.841
1.365 2.673 4.038 3.610
1.365 2.673 4.038 3.610
109.590 10.081 119.671 113.183
127.076 - 127.076 116.230
8.488 1.965 10.453 9.031
13.429 18.899 32.328 26.645
246 4.670 4.916 6.240
258.829 35.615 294.444 271.329

Tilskud fra Slots- og kultustyrelsen pa tkr. 2.119 anvendes til delvis deekning af de administrative omkostninger, herunder husleje og lgn (jf . Lov nr. 1528 af

*27/12/2014, BEK nr. 1120 af 04/09/2013 og BEK nr. 1817 af 29/12/2025)
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Note 4. Omkostninger ved indtzegtsskabende aktiviteter
Andre eksterne omkostninger

Bidrag til Leger uden Grzansers internationale kontor
Personaleomkostninger, jf. note 13

Af-og nedskrivninger, jf. note 14

Note 5. Omkostninger ved egen virksomhed
Andre eksterne omkostninger ( kgb af smykker, julekort mv.)

Note 6. Resultat af indtaegtsskabende aktiviteter

Formalsbestemt offentlige tilskud

Ikke formalsbestemte andre offentlige tilskud
Formalsbestemt andre offentlige tilskud

Ikke formalsbestemte arv og gaver
Formalsbestemte arv og gaver

Salg af varer

Note 7. Administrati !
Andre eksterne omkostninger
Bidrag til Leger uden Grznsers internationale kontor
Personaleomkostninger, jf. note 13

Af- og nedskrivninger, jf. note 14

Note 8. Finansielle indtaegter

Afkast fra investeringsforeninger

Renter af indestdender i pengeinstitutter m.v.
Talt

Note 9. Finansielle omkostninger
Renter af indestdender i pengeinstitutter m.v.
Talt

Note 10. Bidrag til projektstyring

Andre eksterne omkostninger

Bidrag til Leger uden Grznsers internationale kontor
Tembo

Personaleomkostninger, jf. note 13

Af- og nedskrivninger, jf. note 14

Note 11. Bidrag til informations- og fortalervirksomhed
Andre eksterne omkostninger

Bidrag til Leger uden Grzansers internationale kontor
Personaleomkostninger, jf. note 13

Af- og nedskrivninger, jf. note 14

Note 12. Bidrag til forskning og andet humanitzert arbejde
Bidrag til Drugs for neglected diseases (Dndi)
Bidrag til Leeger uden Gransers Access-projekt
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tninger og ikke-fordelte faellesomkostninger

Noter
L alt 2025 1 alt 2024
20.825 20.509
111 66
10.864 10.496
646 524
32.446 31.595
0 0
0 0
Direkte
1 kostninger Indtaegter Direkte
2025 2025 Resultat 2025 2024 omkostninger 2024  Resultat 2024
0 0 0 0 0 0
1.365 0 1.365 1.242 0 1.242
2.673 0 2.673 2.368 0 2.368
258.829 -31.892 226.937 239.503 -31.068 208.435
35.615 -554 35.061 31.826 -527 31.299
0 0 0 0 0 0
298.482 -32.446 266.036 274.939 -31.595 243.344
3.054 2.410
1.479 1.061
3.060 2.548
141 118
7.734 6.137
22 19
603 781
625 800
0 0
0 0
29.649 26.761
2.340 1.645
208 141
4.117 4.061
63 0
36.377 32.608
2.807 2.508
227 153
5.738 4.757
85 84
8.856 7.502
261 208
691 628
951 836

Dokument-1D 09222115557576969862

Signeret ET, BHF, SBJ, SU, GKR, MP, UBV, ALdBG, PTT



Noter

Note 13. Personaleomkostninger
Lgn og gager
Pensionsomkostninger

Andre sociale omkostninger

Personaleomkostninger er fordelt saledes:
Omkostninger ved indtegtsskabende aktiviteter
Bidrag til projektstyring

Informations- og fortalervirksomhed

Ledelses- og administrationsomkostninger

Heraf samlet vederlag til :

Management Team (6 personer) i tkr.

Bestyrelseshonorar til forpersonen i tkr.

Bestyrelse (mobiltelefon til forpersonen) i tkr.
Gennemsnitligt antal medarbejdere

Gennemsnitligt antal udsendte pa danske kontrakter
Gennemsnitligt antal pa dansk kontrakt - for andre sektioner
Gennemsnitligt antal frivillige

Note 14. Af- og nedskrivninger
Afskrivninger af materielle anlegsaktiver

Af- og nedskrivninger er fordelt saledes:
Omkostninger ved indtegtsskabende aktiviteter
Bidrag til projektstyring

Informations- og fortalervirksomhed

Ledelses- og administrationsomkostninger

Dokument-ID 09222115557576969862

2025 2024
21.333 19.587
2.036 1.926
409 348
23.778 21.862
10.864 10.496
4.117 4.061
5.738 4.757
3.060 2.548
23.778 21.862
4.102 4.588
126 42

0 1

43 41

15 18

10 9

5 6

935 794
935 794
646 524

63 0

85 84

141 118
935 727
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Noter

Note 15. Anlaegsaktiver

Software

Kostpris 1. januar
Arets anskaffelser
Arets afgang

Kostpris 31. december

Afskrivninger 1. januar

Tilbagefarte afskrivninger vedrgrende afgang
Arets afskrivninger

Afskrivning 31. december

Regnskabsmaessig vaerdi

Inventar

Kostpris 1. januar
Arets anskaffelser
Arets afgang

Kostpris 31. december

Afskrivninger 1. januar

Tilbageforte afskrivninger vedrgrende afgang
Arets afskrivninger

Afskrivning 31. december

Regnskabsmaessig vaerdi

Indretning af lejede lokaler
Kostpris 1. januar

Arets anskaffelser

Arets afgang

Kostpris 31. december

Afskrivninger 1. januar

Tilbagefgrte afskrivninger vedrgrende afgang
Arets afskrivninger

Afskrivning 31. december

Regnskabsmeessig verdi
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2025 2024
10.254 10.079
1.902 175
122 0
12.034 10.254
9.231 8.524
122 0
881 707
9.990 9.231
2.044 1.023
603 603
55 0

94 0
564 603
537 450
75 0

36 87
498 537
66 66
130 130

0 0

0 0

130 130
130 130

0 0

0 0

130 130

0 0
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Noter

Note 16. Finansielle anlzegsaktiver

Deposita

Kostpris 01.01.2025
Tilgang

Afgang

Kostpris 31.12.2025

Note 17. Tilgodehavender hos tilknyttede organisationer
MSF - @strig

MSF - Norge

MSF - Holland

MSF - Spanien

MSF - Sverige

MSF - Schweiz

MSF - Canada

@vrige

Note 18. Andre tilgodehavender
Tilgodehavende private midler

Note 19. Geld til tilknyttede organisationer
MSF - Belgien

MSEF - "International Office"

MSF - Frankrig

MSF- Eastern Africa

MSF - Supply

MSF - Sydafrika

@vrige

Note 20. Anden gzld

Feriepengeforpligtelse
Skyldig moms
A-skat m.v.
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2025 2024
230 229
12 4

0 4

241 230
111 132
125 225
248 251
455 450
447 100
83 89
316 287
237 380
2.022 1.916
5.407 741
5.407 741
16.407 25.467
1.812 1.432
405 1.196
393 136

0 0

5 0

0 0
19.023 28.231
1.453 1.404
1.062 581
50 61
2.565 2.046
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Note 21. Leje og leasingforpligtelser
Huslejeforpligtelse 6 mdr.

Som fordeler sig saledes:

1 ar

1-5ar

5+ ar

Dokument-1D 09222115557576969862

Noter

2025 2024
611 603
611 603

0 0
0 0
611 603
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Noter

Note 22. Egenkapitalopggrelse for 2025

Investeringsbe- Anden bunden  Bunden kapital @remerkede Egenkapital i
viser Bankindestaende kapital i alt ialt reserver Frie reserver alt
Saldo 01.01.2025 821 4913 0 5.734 73 0 5.807
Anvendt af tidligere ars frie reserver 0 0 0 0 -54 0 -54
Arets resultat 0 59 0 59 654 0 713
Dagsverdiregulering af verdipapirer o.1. -10 0 0 -10 0 0 -10
Egenkapital 31.12.2025 811 4.972 0 5.783 673 0 6.456
Offentlige midler 0
Private midler 673
Oremzrkede reserver ialt 673
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Note 23. Disponibel kapital

OVRIGE MIDLER

Treatfood program

DR Congo

Palastina (Gaza konflikten)

@vrige (se regnskabets note vedr. uddelinger)
Andre indtegter (jf. resultatopggrelsen)
Omkostninger (jf. resultatopggrelsen)

I alt, Reserve for private midler

I ALT

Hensat til senere

Hensat til senere

uddeling Modtaget Uddelinger i alt Arets resultat efter
primo i dret 2025 uddelinger

19 0 0 19
54 2.603 -2.010 647
0 15.197 -15.190 7

280.682 -194.884 85.799

625 0 625

-86.365
73 299.107 -212.084 59 673
73 299.107 -212.084 59 673
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Note 24. Uddelinger

Afghanistan

Angola

Bangladesh

Bangladesh, Goyalmara (OCP)
Belgien (flygtninge)

Benin

Bolivia

Brasilien

Burundi

Cameroon

CAR

DI12023; Mosul, Irak

DI 2024; Herat, Afghanistan; OCP
DI 2025; South Darfur, Sudan; OCA
DRCongo

Egypten

Elfenbenskysten

Etiopien

Europa, flygtningeindsats
Guinea

Haiti

Hong Kong

Indien

Indonesien

Irak

Italien (flygninge)

Jamaica

Kenya

Libanon

Libyen (OCP)

Mali

Marokko

Mexico

Mozambique

MSF Academy, "field projectes”
Myanmar (OCA)

Nigeria

Palastina (Gaza konflikten)
Pakistan

Polen

Rwanda

Sierra Leone

Sydafrika

Syrien

Sudan

Sudan, Katastrofeberedskab
Sydsudan

Tunesien

Treatfood program

Ukraine

Venezuela

Yemen

Yemen, Katastrofebereskab
Zimbabwe

Uddelinger i alt

Dokument-1D 09222115557576969862

Noter

@remarkede
Frie midler midler I alt 2025 I alt 2024

6.841 3.371 10.212 8.964

160 160
4.859 1.900 6.759 1.249

190 190
1.880 1.880 2.162
3.929 3.929 3.328
0 0
3.788 3.788 2.820
3.322 3.322 3.080
0 28
6.517 6.517 8.849
0 0 0
0 144 144 5.922
0 4.526 4.526 0
21.820 2.030 23.850 20.263
1.811 1.811 2.637
0 0 232
4.708 4.708 9.211
2.382 2.382 3.404
1.866 1.866 4.124
12.213 12.213 10.881
0 0 365
362 362 1.047
0 0 793
4975 2 4977 7.984
2.055 2.055 2.302
270 270 3.044
2.160 66 2.226 3.044
6.110 5 6.115 9.630
0 0 0
7.101 7.101 7.369
0 0 0
0 0 339
1.371 1.371 1.074
390 390 323

0 2 2
10.116 51 10.167 6.765
11.036 15.190 26.226 9.294
2.590 2.590 1.774
795 795 801
1 1 24
2.821 715 3.536 3.034
695 695 508
9.678 1.665 11.343 2.499
9.657 2.022 11.679 11.677
0 0 0
15.524 971 16.495 16.969
0 0 34
0 0 0
932 2.832 3.764 8.366
5.602 5.602 6.424
5.511 5.511 6.558
0 0 0
554 554 898
176.402 35.682 212.084 200.091
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Noter
Note 25. Fallesindsamlinger:

Danmarksindsamlingen

DI2021 DI2022 DI2023 DI2024 DI2025 I alt
Modtagne midler primo 9.448 7.649 6.046 6.233 0 29.377
Modtagne midler 2025 7 152 4.764 159
Samlede midler til radighed 9.448 7.657 6.046 6.385 4.764 29.535

Administrationsbidrag
anvendt i modtagelsesaret
(max 7%) 472 382 301 319 238 1.474

Til radighed for projekter
efter fradrag af

administrationsbidrag 8.976 7.275 5.745 6.066 4.526 28.062
Heraf

Anvendt primo 8.976 7.268 5.745 5.922 0 27911
Anvendt 2025 7 144 4.526 151
Anvendt ultimo 8.976 7.275 5.745 6.066 4.526 28.062
Til radighed for projekter pr.

31.12.2025 0 0 0 0 0 0

Sammen for Ukraine

DI2022 T alt
Modtagne midler primo 4.000 4.000
Modtagne midler 2025 0 0
Samlede midler til radighed 4.000 4.000

Administrationsbidrag
anvendt i modtagelsesaret
(max 7%) 280 280

Til radighed for projekter
efter fradrag af

administrationsbidrag 3.720 3.720)
Heraf

Anvendt primo 3.720 3.720
Anvendt 2025 0
Anvendt ultimo 3.720 3.720
Til radighed for projekter pr.

31.12.2025 0 0
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Noter

Note 26. Indsamlingsregnskab, lsbende indsamling

Resultatopggrelse 2025

(kr.)
Indtzgter vedr. tidligere ars indsamlinger 29.452.222
Indteegter vedr. dette ars indsamlinger 97.778.615
Indteegter i alt 127.230.838
Direkte fundraising omkostninger 12.331.822
Resultat fgr uddelinger 114.899.016

Der anvendes saledes:
Uddelinger 114.899.016
114.899.016

Direkte fundraising omkostninger indeholder udgifter til produktion af informationsmaterialer,
annoncering mv.

Uddelinger 2025
Afghanistan 5.920.358
Bangladesh 3.000.475
Benin 1.500.000
CAR 5.000.000
DRCongo 10.054.289
Etiopien 3.000.000
Haiti 5.000.000
Irak 3.502.138
Kenya 1.066.510
Libanon 5.004.939
Mali 6.400.000
Mozambique 1.000.000
Myanmar (OCA) 2.185
Nigeria 7.002.998
Pal@stina (Gaza konflikten) 19.338.668
Pakistan 1.500.000
Sierra Leone 1.477.185
Syrien 8.002.261
Sudan 9.596.881
Sydsudan 10.021.139
Ukraine 1.008.990
Venezuela 1.500.000
Yemen 5.000.000

114.899.016
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Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework

Last updated: Fri 06 Mar 2020 14:08:40 UTC 
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Document ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.

[image: 3bis.png]







For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2026-04-30 16:12:40.849367 UTC ±1 ms

    		2026-04-30 16:05:34.838638 UTC

    		

      37.49.133.222

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Ellen Thorsen (ET) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_DA, c) set the signing due date to 2026-05-05 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2026-04-30 16:12:40.849367 UTC ±1 ms

    		2026-04-30 16:05:34.838638 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (bhf@copenhagen.msf.org) to Bente Hyldahl Fogh (BHF). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Du bedes venligst underskrive regnskabet ASAP.
Mvh Ellen

      


    

  



  

  

    		2026-04-30 16:12:40.849367 UTC ±1 ms

    		2026-04-30 16:05:34.838638 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (sbje@copenhagen.msf.org) to Stine Bloch Jensen (SBJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Du bedes venligst underskrive regnskabet ASAP.
Mvh Ellen

      


    

  



  

  

    		2026-04-30 16:12:40.849367 UTC ±1 ms

    		2026-04-30 16:05:34.838638 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (suh@copenhagen.msf.org) to Søren Uhre (SU). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Du bedes venligst underskrive regnskabet ASAP.
Mvh Ellen

      


    

  



  

  

    		2026-04-30 16:12:40.849367 UTC ±1 ms

    		2026-04-30 16:05:34.838638 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (gro@copenhagen.msf.org) to Gitte Kampman Rønde (GKR). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Du bedes venligst underskrive regnskabet ASAP.
Mvh Ellen

      


    

  



  

  

    		2026-04-30 16:12:40.849367 UTC ±1 ms

    		2026-04-30 16:05:34.838638 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (mp@copenhagen.msf.org) to Malin Palmér (MP). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Du bedes venligst underskrive regnskabet ASAP.
Mvh Ellen

      


    

  



  

  

    		2026-04-30 16:12:40.849367 UTC ±1 ms

    		2026-04-30 16:05:34.838638 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (alb@copenhagen.msf.org) to Anne Louise de Barros Garioud (ALdBG). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Du bedes venligst underskrive regnskabet ASAP.
Mvh Ellen

      


    

  



  

  

    		2026-04-30 16:12:40.849367 UTC ±1 ms

    		2026-04-30 16:05:34.838638 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ptt@copenhagen.msf.org) to Peter Toft Tengberg (PTT). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Du bedes venligst underskrive regnskabet ASAP.
Mvh Ellen

      


    

  



  

  

    		2026-04-30 16:12:41.354017 UTC ±1 ms

    		2026-04-30 16:05:34.838638 UTC

    		

      37.49.133.222

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Ellen Thorsen (ET) signed the document.

      


    

  



  

  

    		2026-04-30 16:12:44.069641 UTC ±1 ms

    		2026-04-30 16:05:34.838638 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Bente Hyldahl Fogh (BHF) was delivered.

      


    

  



  

  

    		2026-04-30 16:12:44.085035 UTC ±1 ms

    		2026-04-30 16:05:34.838638 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Stine Bloch Jensen (SBJ) was delivered.

      


    

  



  

  

    		2026-04-30 16:12:44.100366 UTC ±1 ms

    		2026-04-30 16:05:34.838638 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Gitte Kampman Rønde (GKR) was delivered.

      


    

  



  

  

    		2026-04-30 16:12:44.155199 UTC ±1 ms

    		2026-04-30 16:05:34.838638 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anne Louise de Barros Garioud (ALdBG) was delivered.

      


    

  



  

  

    		2026-04-30 16:12:50.025287 UTC ±1 ms

    		2026-04-30 16:05:34.838638 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Søren Uhre (SU) was delivered.

      


    

  



  

  

    		2026-04-30 16:12:50.103095 UTC ±1 ms

    		2026-04-30 16:05:34.838638 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Malin Palmér (MP) was delivered.

      


    

  



  

  

    		2026-04-30 16:12:50.119706 UTC ±1 ms

    		2026-04-30 16:05:34.838638 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Peter Toft Tengberg (PTT) was delivered.

      


    

  



  

  

    		2026-04-30 16:14:29.047602 UTC ±2 ms

    		2026-04-30 16:05:34.838638 UTC

    		

      37.49.133.222

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Safari/605.1.15

      

    

    		

      

        The party Anne Louise de Barros Garioud (ALdBG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-30 16:15:21.191467 UTC ±2 ms

    		2026-04-30 16:05:34.838638 UTC

    		

      37.49.133.222

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Safari/605.1.15

      

    

    		

      

        The document was signed by Anne Louise de Barros Garioud (ALdBG) using 
  MitID
 through 
  MitID
 as the authentication method. 
















Data returned from 
  MitID
:
  
Name: Anne Louise de Barros Garioud
  
Personal identification number: 
  0106882622

  
Date of birth: 1988-06-01
  
User ID: ad8a7495-4b6f-47c2-a9a8-d2082d54809e
  
Identity assurance level: Substantial










Signature: 


  eyJhbGciOiJSUzI1NiIsImtpZCI6IjY4MmVhNWFjLTY3ZDAtNDExMy1iYzE4LWRlMmU1MmMxNmNmZCJ9.eyJjcHIiOiIwMTA2ODgyNjIyIiwiZGF0ZU9mQmlydGgiOiIxOTg4LTA2LTAxIiwiZXhwIjoxNzc3NTgzNzE3LCJpYWwiOiJTVUJTVEFOVElBTCIsImlhdCI6MTc3NzU2NTcxNywiaWRlbnRpdHlOYW1lIjoiQW5uZSBMb3Vpc2UgZGUgQmFycm9zIEdhcmlvdWQiLCJuYmYiOjE3Nzc1NjU3MTcsInN1YiI6ImFkOGE3NDk1LTRiNmYtNDdjMi1hOWE4LWQyMDgyZDU0ODA5ZSIsInVzZXJJZCI6ImFkOGE3NDk1LTRiNmYtNDdjMi1hOWE4LWQyMDgyZDU0ODA5ZSJ9.SsdOKHBkKhVVph_vaM7H-dXwWyQytOlIkqZGVdojRziwk3axVMkX6e6Kqg7Mm3F8VHYy4J1UvvT0t0ypLC5MfISNjJK_Oi9aFan1hha3-xyORslBsKCHFAvdtkQ8wTxt-5J_Wpe_bCzwqOu4M-yuW3lA1AFPSUQYrYexBPW7qSCrqA8iK7e_hgZd7OzpypAnMvNbZVUa9_Vvs2X3t91tDJH_4PbGWoAag_QZIvUoztGRZfg9B1E993rhPQ091r-kK3A0vPdSQIlfui-Et3a31Dvs6H_DSg_qe-FallRqGMS55ekNcRgFW1RXUJIkMaaJ5Af5Byw3GKXcq7zy5YUIpA







      


    

  



  

  

    		2026-04-30 16:18:54.931746 UTC ±2 ms

    		2026-04-30 16:05:34.838638 UTC

    		

      37.49.133.222

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/147.0.3912.75 Version/26.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Malin Palmér (MP) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-30 16:20:15.99197 UTC ±3 ms

    		2026-04-30 16:05:34.838638 UTC

    		

      37.49.133.222

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/147.0.3912.75 Version/26.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Malin Palmér (MP) using 
  MitID
 through 
  MitID
 as the authentication method. 
















Data returned from 
  MitID
:
  
Name: Kerstin Anna Malin Palmér Andreasen
  
  
Date of birth: 1965-10-16
  
User ID: f9639bb6-335a-47b8-8951-407a4d27be6f
  
Identity assurance level: Substantial










Signature: 


  eyJhbGciOiJSUzI1NiIsImtpZCI6IjY4MmVhNWFjLTY3ZDAtNDExMy1iYzE4LWRlMmU1MmMxNmNmZCJ9.eyJjcHIiOm51bGwsImRhdGVPZkJpcnRoIjoiMTk2NS0xMC0xNiIsImV4cCI6MTc3NzU4NDAxMywiaWFsIjoiU1VCU1RBTlRJQUwiLCJpYXQiOjE3Nzc1NjYwMTMsImlkZW50aXR5TmFtZSI6IktlcnN0aW4gQW5uYSBNYWxpbiBQYWxtw6lyIEFuZHJlYXNlbiIsIm5iZiI6MTc3NzU2NjAxMywic3ViIjoiZjk2MzliYjYtMzM1YS00N2I4LTg5NTEtNDA3YTRkMjdiZTZmIiwidXNlcklkIjoiZjk2MzliYjYtMzM1YS00N2I4LTg5NTEtNDA3YTRkMjdiZTZmIn0.Dpv1GHBZijmm28QtiOe50dpblXL6_9hfzllh6s97X86WLz94dCXeNG1AloIYbxalmta2s4t6zxe6J5hC34kAcWkPXBV3HXg0zDm-Mq-dPsawYkm2iUo404Vay-k1snL2tysQdekQ8GDHWfD9gJLbX_cpvnM5beHzV_BBKYsQ4Wxu8G49LERpC4H0uYQCfkFI7q27gXuGUDvp_R4fh_gXZlW5u5XacERFk2K4Mquodm8CVTvKPz9VUxyMg8Wg2qmVAS2WHCvsIaUdDPscCFTa606SzOlOGdttozXUxaSu4DwjKKu9qhJjWUl6zz5SoPIf2ohzv9d3bqa-yY0Pbwsd4g







      


    

  



  

  

    		2026-04-30 16:58:10.693691 UTC ±9 ms

    		2026-04-30 16:05:34.838638 UTC

    		

      80.62.117.164

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Mobile Safari/537.36 EdgA/147.0.0.0

      

    

    		

      

        The party Gitte Kampman Rønde (GKR) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-30 17:00:03.485724 UTC ±9 ms

    		2026-04-30 16:05:34.838638 UTC

    		

      80.62.117.164

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Mobile Safari/537.36 EdgA/147.0.0.0

      

    

    		

      

        The document was signed by Gitte Kampman Rønde (GKR) using 
  MitID
 through 
  MitID
 as the authentication method. 
















Data returned from 
  MitID
:
  
Name: Gitte Kampman Rønde
  
  
Date of birth: 1985-12-11
  
User ID: 1d9fc639-6685-4b67-9c1c-21bd38df4711
  
Identity assurance level: Substantial










Signature: 


  eyJhbGciOiJSUzI1NiIsImtpZCI6IjY4MmVhNWFjLTY3ZDAtNDExMy1iYzE4LWRlMmU1MmMxNmNmZCJ9.eyJjcHIiOm51bGwsImRhdGVPZkJpcnRoIjoiMTk4NS0xMi0xMSIsImV4cCI6MTc3NzU4NjM5OSwiaWFsIjoiU1VCU1RBTlRJQUwiLCJpYXQiOjE3Nzc1NjgzOTksImlkZW50aXR5TmFtZSI6IkdpdHRlIEthbXBtYW4gUsO4bmRlIiwibmJmIjoxNzc3NTY4Mzk5LCJzdWIiOiIxZDlmYzYzOS02Njg1LTRiNjctOWMxYy0yMWJkMzhkZjQ3MTEiLCJ1c2VySWQiOiIxZDlmYzYzOS02Njg1LTRiNjctOWMxYy0yMWJkMzhkZjQ3MTEifQ.V-DHzIIPHN1xOqrrLkxhYswUiSQNXOIGY2F0tstpo0zm5-0_Vsq5C-zHv_A7hKGjHaHG2EuG-vMc9ztut0l2S0ISi_dcYS9qnj5XXutcYwIAKo3CQO4zwGAEUqknedL6_LagCUpHfVjib0nioNOy_yejiRFUKu0Xo3pLWISH9THHuDHr0R3Ajd85DVIx8XQjWYMcy-k36l0ozBBvTEg96eKBdCydlt1yYT7tWmRHbKwGJVk4ZBO2X1aXsgytuR9jUgue70IW2B6zPC8bRZJXsKy5OdkXcxyo-opMEJa8_XFc78v0gSkrmghT-ydvq_gcGWNWCB-hNyzUGizqgU7Iqw







      


    

  



  

  

    		2026-04-30 18:10:12.447381 UTC ±1 ms

    		2026-04-30 18:05:37.216209 UTC

    		

      37.49.133.222

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3.1 Safari/605.1.15

      

    

    		

      

        The party Bente Hyldahl Fogh (BHF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-30 18:11:12.195365 UTC ±1 ms

    		2026-04-30 18:05:37.216209 UTC

    		

      37.49.133.222

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3.1 Safari/605.1.15

      

    

    		

      

        The document was signed by Bente Hyldahl Fogh (BHF) using 
  MitID
 through 
  MitID
 as the authentication method. 
















Data returned from 
  MitID
:
  
Name: Bente Hyldahl Fogh
  
  
Date of birth: 1956-09-20
  
User ID: 9289327a-8ebd-428f-857e-469633b44a79
  
Identity assurance level: Substantial










Signature: 


  eyJhbGciOiJSUzI1NiIsImtpZCI6IjY4MmVhNWFjLTY3ZDAtNDExMy1iYzE4LWRlMmU1MmMxNmNmZCJ9.eyJjcHIiOm51bGwsImRhdGVPZkJpcnRoIjoiMTk1Ni0wOS0yMCIsImV4cCI6MTc3NzU5MDY2OSwiaWFsIjoiU1VCU1RBTlRJQUwiLCJpYXQiOjE3Nzc1NzI2NjksImlkZW50aXR5TmFtZSI6IkJlbnRlIEh5bGRhaGwgRm9naCIsIm5iZiI6MTc3NzU3MjY2OSwic3ViIjoiOTI4OTMyN2EtOGViZC00MjhmLTg1N2UtNDY5NjMzYjQ0YTc5IiwidXNlcklkIjoiOTI4OTMyN2EtOGViZC00MjhmLTg1N2UtNDY5NjMzYjQ0YTc5In0.YoDuW2aQaqeeS_FJXiTadqmzCZ-O4xwN6NDnGjhjsyselyAqfmiB4bTU83x455M-7Y9FacWMCDWAx42TLaO9-Ww0iIudrOOAjxcEF0sUdPAFpi_LgzdmM9qPpE_wSsbPiklqITw9aX7TBNev9Z3AY7rO0f1SM5lx6tKZ1qFyWp6qbLODoRce8zfm7xxMgOov4fJ90kfSDgBOFqzSilmdnqV21GbotTXaS7xn7acZZi6JB7YVwV2HtqMJ2JBzVDRg4UVFZRFVB0d-WGqK6toQaJC2rRy5ailE685wa6N9QU_fDmvNP5nxsGD-9JKPpTJ2T-WtBj8qH4CfyKRGRW36yg







      


    

  



  

  

    		2026-04-30 18:28:30.324634 UTC ±4 ms

    		2026-04-30 18:05:37.216209 UTC

    		

      77.241.136.28

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Stine Bloch Jensen (SBJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-30 18:29:12.485238 UTC ±4 ms

    		2026-04-30 18:05:37.216209 UTC

    		

      77.241.136.28

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Stine Bloch Jensen (SBJ) using 
  MitID
 through 
  MitID
 as the authentication method. 
















Data returned from 
  MitID
:
  
Name: Stine Bloch Jensen
  
  
Date of birth: 1987-07-23
  
User ID: e1f28f9e-5ae3-41d3-b4cb-ef8ea5dfe382
  
Identity assurance level: Substantial










Signature: 


  eyJhbGciOiJSUzI1NiIsImtpZCI6IjY4MmVhNWFjLTY3ZDAtNDExMy1iYzE4LWRlMmU1MmMxNmNmZCJ9.eyJjcHIiOm51bGwsImRhdGVPZkJpcnRoIjoiMTk4Ny0wNy0yMyIsImV4cCI6MTc3NzU5MTc0OSwiaWFsIjoiU1VCU1RBTlRJQUwiLCJpYXQiOjE3Nzc1NzM3NDksImlkZW50aXR5TmFtZSI6IlN0aW5lIEJsb2NoIEplbnNlbiIsIm5iZiI6MTc3NzU3Mzc0OSwic3ViIjoiZTFmMjhmOWUtNWFlMy00MWQzLWI0Y2ItZWY4ZWE1ZGZlMzgyIiwidXNlcklkIjoiZTFmMjhmOWUtNWFlMy00MWQzLWI0Y2ItZWY4ZWE1ZGZlMzgyIn0.IZs3y0Lnqxr8p7UajdCGO_3sFs6on0J8HHv8FKtex_69fTBEjW_jM5AQgui9ZEjRZAfasb7zoxftyxfmkC41c--aQzq4Y5ZXr8Tx_MregobfdzfvMbbyEP37I3tbLiKyzCuNaO-6q1UGRsVfloYwMXOSlbxhLPlugeoXHoMmasjLZkDrHKsent7izOJfylg3z2oqUIqPw0aHabqtSNp_m2FwnE2AjFqVDl-IhpeLF7Ll1l3uweKtauJpfZQ-iuRhSCLehyMDm_uQupel6mXu_TPKiEUVgJ1fbNgTpeo3WkBu8wbabXHZvpDZu1jwmGXgX53-fw9foBoIrTsuj-qMQw







      


    

  



  

  

    		2026-05-01 08:15:45.73173 UTC ±6 ms

    		2026-05-01 08:05:54.300052 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an automatic reminder to sign using email to Søren Uhre (SU) at the request of the Scrive system.

      


    

  



  

  

    		2026-05-01 08:15:45.73173 UTC ±6 ms

    		2026-05-01 08:05:54.300052 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an automatic reminder to sign using email to Peter Toft Tengberg (PTT) at the request of the Scrive system.

      


    

  



  

  

    		2026-05-01 08:19:49.375112 UTC ±8 ms

    		2026-05-01 08:05:54.300052 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Søren Uhre (SU) was delivered.

      


    

  



  

  

    		2026-05-01 08:19:49.384684 UTC ±8 ms

    		2026-05-01 08:05:54.300052 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Peter Toft Tengberg (PTT) was delivered.

      


    

  



  

  

    		2026-05-02 08:03:34.963796 UTC ±34 ms

    		2026-05-02 07:06:21.332964 UTC

    		

      87.52.110.32

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/147.0.7727.99 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Peter Toft Tengberg (PTT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-05-02 08:04:10.916895 UTC ±34 ms

    		2026-05-02 07:06:21.332964 UTC

    		

      87.52.110.32

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/147.0.7727.99 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Peter Toft Tengberg (PTT) using 
  MitID
 through 
  MitID
 as the authentication method. 
















Data returned from 
  MitID
:
  
Name: Peter Toft Tengberg
  
Personal identification number: 
  3110771079

  
Date of birth: 1977-10-31
  
User ID: a44330f4-c81f-45a2-a5b8-10397e4e775b
  
Identity assurance level: Substantial










Signature: 


  eyJhbGciOiJSUzI1NiIsImtpZCI6IjY4MmVhNWFjLTY3ZDAtNDExMy1iYzE4LWRlMmU1MmMxNmNmZCJ9.eyJjcHIiOiIzMTEwNzcxMDc5IiwiZGF0ZU9mQmlydGgiOiIxOTc3LTEwLTMxIiwiZXhwIjoxNzc3NzI3MDQ4LCJpYWwiOiJTVUJTVEFOVElBTCIsImlhdCI6MTc3NzcwOTA0OCwiaWRlbnRpdHlOYW1lIjoiUGV0ZXIgVG9mdCBUZW5nYmVyZyIsIm5iZiI6MTc3NzcwOTA0OCwic3ViIjoiYTQ0MzMwZjQtYzgxZi00NWEyLWE1YjgtMTAzOTdlNGU3NzViIiwidXNlcklkIjoiYTQ0MzMwZjQtYzgxZi00NWEyLWE1YjgtMTAzOTdlNGU3NzViIn0.YjFFkF8LuiyGSmTiJgdfUMdaXZyhFdFMP8fBq-Hc2tNGV3JW5jf-khwzNh-b3wicsE7MiTqYfzsXGhg-xL9yi2vzMm66H8Ogn1nzARKXgZQbkVgKRd1vSOKuSDHTznkiuAjAv5K43IWfqOPDJ-mF09ivnvGqZQ5Rt2aqxPC0sAXEm9slQ7z_0lbAiuJ60Bb0hwSxXYsCeTpJOrYqblH9Tm5AmdUT6LaySmzKWN02f1He1g4US4pLTRDymvLloav5hq0tdhpHomEOvPmEwAvOMjtddthmzoNkj498FRRoIyWNMNwneAAXyeLCtATomjjp3Oqcl7UOErspZ1qK2XOEQg







      


    

  



  

  

    		2026-05-04 07:11:00.905137 UTC ±1 ms

    		2026-05-04 07:06:59.142697 UTC

    		

      104.28.45.7

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.4 Safari/605.1.15

      

    

    		

      

        The party Søren Uhre (SU) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-05-04 07:11:46.452595 UTC ±1 ms

    		2026-05-04 07:06:59.142697 UTC

    		

      104.28.45.7

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.4 Safari/605.1.15

      

    

    		

      

        The document was signed by Søren Uhre (SU) using 
  MitID
 through 
  MitID
 as the authentication method. 
















Data returned from 
  MitID
:
  
Name: NAVNE & ADRESSEBESKYTTET
  
  
Date of birth: 1979-04-04
  
User ID: ce7f2c91-4763-4005-829b-9a994cde6c57
  
Identity assurance level: Substantial










Signature: 


  eyJhbGciOiJSUzI1NiIsImtpZCI6IjY4MmVhNWFjLTY3ZDAtNDExMy1iYzE4LWRlMmU1MmMxNmNmZCJ9.eyJjcHIiOm51bGwsImRhdGVPZkJpcnRoIjoiMTk3OS0wNC0wNCIsImV4cCI6MTc3Nzg5NjcwMywiaWFsIjoiU1VCU1RBTlRJQUwiLCJpYXQiOjE3Nzc4Nzg3MDMsImlkZW50aXR5TmFtZSI6Ik5BVk5FICYgQURSRVNTRUJFU0tZVFRFVCIsIm5iZiI6MTc3Nzg3ODcwMywic3ViIjoiY2U3ZjJjOTEtNDc2My00MDA1LTgyOWItOWE5OTRjZGU2YzU3IiwidXNlcklkIjoiY2U3ZjJjOTEtNDc2My00MDA1LTgyOWItOWE5OTRjZGU2YzU3In0.fhf54mozp5C1M7aotjzZaobzt_8Opdi6zbYt8pe0WJj9UM3coUpy71fjuSqT6R5AwySYycq1OBZ_xzfNAVIBbM5NApj32Z-LA5sp9HDSZqrwFBdYXwASWGmS10YVnRE-xZpDAq6iUiAwNKd__aTdbyCmbLGlHtzHC4ztzvfIYhN5MO25cLu3RJZIh-ULveRirwSN_15DgW6ro93jh6gMXZD8h8NbTEZVfpWbXk8IHgsq1Z7W9vuwWrPQYmZ1-FVrKk1qpK_fZO509nFLBqKVIe0oUVzOUtjpzyA2ZZlRxHSMacyCU_uLS-apaH7RM3nuQMu2PXQzpDLm3Sjg0hIJWw







      


    

  



  

  

    		2026-05-04 07:11:46.452595 UTC ±1 ms

    		2026-05-04 07:06:59.142697 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ulrik.b.vassing@dk.ey.com) to Ulrik B. Vassing (UBV). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Du bedes venligst underskrive regnskabet ASAP.
Mvh Ellen

      


    

  



  

  

    		2026-05-04 07:11:52.001537 UTC ±1 ms

    		2026-05-04 07:06:59.142697 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ulrik B. Vassing (UBV) was delivered.

      


    

  



  

  

    		2026-05-04 08:15:41.483145 UTC ±2 ms

    		2026-05-04 08:06:59.429099 UTC

    		

      147.161.154.90

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The party Ulrik B. Vassing (UBV) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-05-04 08:16:13.346725 UTC ±2 ms

    		2026-05-04 08:06:59.429099 UTC

    		

      147.161.154.90

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The document was signed by Ulrik B. Vassing (UBV) using 
  MitID
 through 
  MitID
 as the authentication method. 
















Data returned from 
  MitID
:
  
Name: Ulrik Benedict Vassing
  
  
Date of birth: 1975-08-11
  
User ID: dbdbced1-73fa-4c08-a5ed-d22c87023417
  
Identity assurance level: Substantial










Signature: 


  eyJhbGciOiJSUzI1NiIsImtpZCI6IjY4MmVhNWFjLTY3ZDAtNDExMy1iYzE4LWRlMmU1MmMxNmNmZCJ9.eyJjcHIiOm51bGwsImRhdGVPZkJpcnRoIjoiMTk3NS0wOC0xMSIsImV4cCI6MTc3NzkwMDU3MCwiaWFsIjoiU1VCU1RBTlRJQUwiLCJpYXQiOjE3Nzc4ODI1NzAsImlkZW50aXR5TmFtZSI6IlVscmlrIEJlbmVkaWN0IFZhc3NpbmciLCJuYmYiOjE3Nzc4ODI1NzAsInN1YiI6ImRiZGJjZWQxLTczZmEtNGMwOC1hNWVkLWQyMmM4NzAyMzQxNyIsInVzZXJJZCI6ImRiZGJjZWQxLTczZmEtNGMwOC1hNWVkLWQyMmM4NzAyMzQxNyJ9.NnRmO5OalvTRPZDRQTW-_Uut1V107GhKvjBAnoso1wvPkaziKYMLeCDYnQAQa7FAuk51W19QHnlPfJQ_Af0tnrHwiUGudAhCf42KlVMl0Y8pkxs0RPdz4yo1Yo62jO6wA8BsJq7U0bcKlZS5LR4x6keEmbvnxtag6tRDkLQJ4HNPjJyXneQmHcLJaufPrke00WxmRlSbstblMPg27vBZgN5fRIbys6NXcR-_kFP3H8RuwCZnIHP-M5WCPXsHa4Lf9WVXg8pgN7wYFW9eSeEt6V0MY-ZgwxDCGfpDOlsAK9Gos2Q1lleJ4wxogTtoa7mjjfjbWIQbDCUpjF0ZQipBow
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 6.0 patchlevel 0 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.00 ms

		standard deviation: 0.06 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈100.000%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2026-03-23 16:44:32.792672 UTC and 2026-05-04 08:06:59.429099 UTC:







  		Time collected

  		Clock offset







  

    		2026-03-23 16:44:32.792672

    		0.0 ms

  





  

    		2026-03-23 17:44:34.227768

    		0.0 ms

  





  

    		2026-03-23 18:44:34.697306

    		0.1 ms

  





  

    		2026-03-23 19:44:35.018557

    		0.1 ms

  





  

    		2026-03-23 20:44:36.32287

    		0.0 ms

  





  

    		2026-03-23 21:44:36.647316

    		0.0 ms

  





  

    		2026-03-23 22:44:39.451585

    		0.0 ms

  





  

    		2026-03-23 23:44:40.467666

    		0.0 ms

  





  

    		2026-03-24 00:44:41.639355

    		-0.1 ms

  





  

    		2026-03-24 01:44:42.994039

    		0.1 ms

  





  

    		2026-03-24 02:44:44.317751

    		0.0 ms

  





  

    		2026-03-24 03:44:44.56842

    		0.0 ms

  





  

    		2026-03-24 04:44:46.662818

    		0.0 ms

  





  

    		2026-03-24 05:44:47.914543

    		0.0 ms

  





  

    		2026-03-24 06:44:48.890001

    		0.0 ms

  





  

    		2026-03-24 07:44:48.9588

    		0.0 ms

  





  

    		2026-03-24 08:44:49.178786

    		0.0 ms

  





  

    		2026-03-24 09:44:50.12545

    		-0.1 ms

  





  

    		2026-03-24 10:44:51.033808

    		0.0 ms

  





  

    		2026-03-24 11:44:51.132784

    		0.0 ms

  





  

    		2026-03-24 12:44:51.260904

    		-0.1 ms

  





  

    		2026-03-24 13:44:51.425823

    		0.0 ms

  





  

    		2026-03-24 14:44:52.06007

    		-0.6 ms

  





  

    		2026-03-24 15:44:52.391462

    		-0.1 ms

  





  

    		2026-03-24 16:44:52.468962

    		0.2 ms

  





  

    		2026-03-24 17:44:53.575984

    		0.3 ms

  





  

    		2026-03-24 18:44:53.862946

    		0.1 ms

  





  

    		2026-03-24 19:44:55.853121

    		0.0 ms

  





  

    		2026-03-24 20:44:55.859539

    		-0.1 ms

  





  

    		2026-03-24 21:44:56.963261

    		0.1 ms

  





  

    		2026-03-24 22:44:57.088801

    		0.0 ms

  





  

    		2026-03-24 23:44:57.160784

    		0.2 ms

  





  

    		2026-03-25 00:44:57.214377

    		0.0 ms

  





  

    		2026-03-25 01:44:58.656612

    		0.0 ms

  





  

    		2026-03-25 02:45:00.008349

    		-0.2 ms

  





  

    		2026-03-25 03:45:01.427547

    		0.0 ms

  





  

    		2026-03-25 04:45:02.683527

    		0.0 ms

  





  

    		2026-03-25 05:45:04.442197

    		-0.1 ms

  





  

    		2026-03-25 06:45:06.965518

    		0.0 ms

  





  

    		2026-03-25 07:45:07.200403

    		-0.1 ms

  





  

    		2026-03-25 08:45:08.298273

    		1.1 ms

  





  

    		2026-03-25 09:45:08.533115

    		0.0 ms

  





  

    		2026-03-25 10:45:09.063798

    		0.0 ms

  





  

    		2026-03-25 11:45:09.092383

    		0.1 ms

  





  

    		2026-03-25 12:45:09.661369

    		0.0 ms

  





  

    		2026-03-25 13:45:09.764416

    		0.0 ms

  





  

    		2026-03-25 14:45:10.287435

    		0.1 ms

  





  

    		2026-03-25 15:45:10.312981

    		0.0 ms

  





  

    		2026-03-25 16:45:11.141668

    		0.0 ms

  





  

    		2026-03-25 17:45:12.152563

    		0.0 ms

  





  

    		2026-03-25 18:45:13.520962

    		0.0 ms

  





  

    		2026-03-25 19:45:15.102218

    		0.0 ms

  





  

    		2026-03-25 20:45:15.970716

    		0.0 ms

  





  

    		2026-03-25 21:45:16.931446

    		0.0 ms

  





  

    		2026-03-25 22:45:17.436553

    		0.0 ms

  





  

    		2026-03-25 23:45:19.087687

    		0.0 ms

  





  

    		2026-03-26 00:45:20.48646

    		-0.1 ms

  





  

    		2026-03-26 01:45:21.736757

    		-0.2 ms

  





  

    		2026-03-26 02:45:23.300855

    		0.1 ms

  





  

    		2026-03-26 03:45:25.074951

    		0.1 ms

  





  

    		2026-03-26 04:45:26.429285

    		0.0 ms

  





  

    		2026-03-26 05:45:27.693371

    		0.0 ms

  





  

    		2026-03-26 06:45:29.201608

    		0.0 ms

  





  

    		2026-03-26 07:45:30.74451

    		0.0 ms

  





  

    		2026-03-26 08:45:30.930753

    		0.0 ms

  





  

    		2026-03-26 09:45:32.057845

    		0.0 ms

  





  

    		2026-03-26 10:45:32.67189

    		0.0 ms

  





  

    		2026-03-26 11:45:33.780213

    		0.0 ms

  





  

    		2026-03-26 12:45:35.189293

    		0.1 ms

  





  

    		2026-03-26 13:45:37.07709

    		0.0 ms

  





  

    		2026-03-26 14:45:37.642067

    		0.0 ms

  





  

    		2026-03-26 15:45:38.58788

    		0.0 ms

  





  

    		2026-03-26 16:45:39.322973

    		0.0 ms

  





  

    		2026-03-26 17:45:39.620227

    		-0.1 ms

  





  

    		2026-03-26 18:45:40.830327

    		0.0 ms

  





  

    		2026-03-26 19:45:41.005018

    		0.0 ms

  





  

    		2026-03-26 20:45:43.295656

    		0.0 ms

  





  

    		2026-03-26 21:45:43.366947

    		0.0 ms

  





  

    		2026-03-26 22:45:45.663278

    		0.0 ms

  





  

    		2026-03-26 23:45:47.140947

    		0.0 ms

  





  

    		2026-03-27 00:45:48.637361

    		0.0 ms

  





  

    		2026-03-27 01:45:50.079207

    		0.0 ms

  





  

    		2026-03-27 02:45:51.55396

    		0.1 ms

  





  

    		2026-03-27 03:45:52.81106

    		0.0 ms

  





  

    		2026-03-27 04:45:54.185999

    		0.0 ms

  





  

    		2026-03-27 05:45:54.297911

    		-0.1 ms

  





  

    		2026-03-27 06:45:55.037363

    		0.1 ms

  





  

    		2026-03-27 07:45:57.701041

    		0.0 ms

  





  

    		2026-03-27 08:45:58.193118

    		0.0 ms

  





  

    		2026-03-27 09:45:59.178324

    		0.0 ms

  





  

    		2026-03-27 10:45:59.504747

    		0.0 ms

  





  

    		2026-03-27 11:46:00.676834

    		0.1 ms

  





  

    		2026-03-27 12:46:00.979083

    		0.1 ms

  





  

    		2026-03-27 13:46:01.565316

    		0.0 ms

  





  

    		2026-03-27 14:46:02.778936

    		0.0 ms

  





  

    		2026-03-27 15:46:03.105484

    		0.0 ms

  





  

    		2026-03-27 16:46:04.849905

    		0.0 ms

  





  

    		2026-03-27 17:46:04.949217

    		0.0 ms

  





  

    		2026-03-27 18:46:07.794456

    		0.0 ms

  





  

    		2026-03-27 19:46:10.320634

    		0.0 ms

  





  

    		2026-03-27 20:46:12.151195

    		0.0 ms

  





  

    		2026-03-27 21:46:14.148528

    		0.0 ms

  





  

    		2026-03-27 22:46:16.129031

    		0.0 ms

  





  

    		2026-03-27 23:46:17.876608

    		0.0 ms

  





  

    		2026-03-28 00:46:19.460452

    		0.0 ms

  





  

    		2026-03-28 01:46:21.071609

    		0.0 ms

  





  

    		2026-03-28 02:46:22.581103

    		0.0 ms

  





  

    		2026-03-28 03:46:24.262836

    		0.1 ms

  





  

    		2026-03-28 04:46:25.796826

    		0.3 ms

  





  

    		2026-03-28 05:46:27.567415

    		-0.5 ms

  





  

    		2026-03-28 06:53:14.785939

    		0.1 ms

  





  

    		2026-03-28 07:53:16.210219

    		0.1 ms

  





  

    		2026-03-28 08:53:16.373492

    		-0.3 ms

  





  

    		2026-03-28 09:53:17.088557

    		-0.1 ms

  





  

    		2026-03-28 10:53:18.094392

    		0.0 ms

  





  

    		2026-03-28 11:53:18.147954

    		0.0 ms

  





  

    		2026-03-28 12:53:18.177602

    		0.0 ms

  





  

    		2026-03-28 13:53:18.609466

    		0.0 ms

  





  

    		2026-03-28 14:53:19.152676

    		0.0 ms

  





  

    		2026-03-28 15:53:19.254741

    		0.0 ms

  





  

    		2026-03-28 16:53:20.342284

    		0.0 ms

  





  

    		2026-03-28 17:53:22.053753

    		0.0 ms

  





  

    		2026-03-28 18:53:22.261591

    		0.0 ms

  





  

    		2026-03-28 19:53:22.564094

    		0.0 ms

  





  

    		2026-03-28 20:53:24.615623

    		0.0 ms

  





  

    		2026-03-28 21:53:26.707346

    		0.0 ms

  





  

    		2026-03-28 22:53:28.577198

    		0.0 ms

  





  

    		2026-03-28 23:53:29.884915

    		0.0 ms

  





  

    		2026-03-29 00:53:31.192491

    		0.0 ms

  





  

    		2026-03-29 01:53:32.348844

    		0.0 ms

  





  

    		2026-03-29 02:53:33.854002

    		0.1 ms

  





  

    		2026-03-29 03:53:35.110362

    		0.0 ms

  





  

    		2026-03-29 04:53:36.668911

    		0.0 ms

  





  

    		2026-03-29 05:53:38.261417

    		0.2 ms

  





  

    		2026-03-29 06:53:40.827972

    		-1.0 ms

  





  

    		2026-03-29 07:53:40.887699

    		0.0 ms

  





  

    		2026-03-29 08:53:41.420944

    		0.0 ms

  





  

    		2026-03-29 09:53:42.601435

    		0.1 ms

  





  

    		2026-03-29 10:53:44.162894

    		-0.1 ms

  





  

    		2026-03-29 11:53:44.565305

    		0.1 ms

  





  

    		2026-03-29 12:53:46.34087

    		0.0 ms

  





  

    		2026-03-29 13:53:46.453867

    		0.0 ms

  





  

    		2026-03-29 14:53:46.799242

    		0.1 ms

  





  

    		2026-03-29 15:53:47.130243

    		-0.1 ms

  





  

    		2026-03-29 16:53:48.439349

    		0.2 ms

  





  

    		2026-03-29 17:53:49.353111

    		0.0 ms

  





  

    		2026-03-29 18:53:49.522546

    		0.1 ms

  





  

    		2026-03-29 19:53:49.763664

    		0.0 ms

  





  

    		2026-03-29 20:53:49.867199

    		0.0 ms

  





  

    		2026-03-29 21:53:50.132697

    		0.1 ms

  





  

    		2026-03-29 22:53:51.128661

    		-0.1 ms

  





  

    		2026-03-29 23:53:52.593052

    		0.2 ms

  





  

    		2026-03-30 00:53:54.234839

    		0.0 ms

  





  

    		2026-03-30 01:53:55.680779

    		0.1 ms

  





  

    		2026-03-30 02:53:57.269328

    		0.1 ms

  





  

    		2026-03-30 03:53:58.771684

    		0.0 ms

  





  

    		2026-03-30 04:54:00.257356

    		-0.1 ms

  





  

    		2026-03-30 05:54:02.252207

    		0.2 ms

  





  

    		2026-03-30 06:54:02.485977

    		-0.1 ms

  





  

    		2026-03-30 07:54:03.07156

    		-0.1 ms

  





  

    		2026-03-30 08:54:03.218907

    		0.0 ms

  





  

    		2026-03-30 09:54:03.570438

    		0.1 ms

  





  

    		2026-03-30 10:54:03.893782

    		-0.3 ms

  





  

    		2026-03-30 11:54:04.419349

    		-0.1 ms

  





  

    		2026-03-30 12:54:04.809394

    		0.1 ms

  





  

    		2026-03-30 13:54:05.375186

    		-0.1 ms

  





  

    		2026-03-30 14:54:05.884609

    		0.0 ms

  





  

    		2026-03-30 15:54:06.268848

    		-0.1 ms

  





  

    		2026-03-30 16:54:06.530403

    		0.0 ms

  





  

    		2026-03-30 17:54:06.745111

    		0.0 ms

  





  

    		2026-03-30 18:54:06.815729

    		0.0 ms

  





  

    		2026-03-30 19:54:07.411022

    		0.0 ms

  





  

    		2026-03-30 20:54:08.060907

    		0.0 ms

  





  

    		2026-03-30 21:54:10.155743

    		0.0 ms

  





  

    		2026-03-30 22:54:11.669769

    		0.0 ms

  





  

    		2026-03-30 23:54:13.478772

    		0.0 ms

  





  

    		2026-03-31 00:54:15.122717

    		0.0 ms

  





  

    		2026-03-31 01:54:16.556883

    		0.0 ms

  





  

    		2026-03-31 02:54:17.984084

    		0.0 ms

  





  

    		2026-03-31 03:54:19.922517

    		0.0 ms

  





  

    		2026-03-31 04:54:21.763813

    		0.0 ms

  





  

    		2026-03-31 05:54:21.943082

    		0.0 ms

  





  

    		2026-03-31 06:54:22.131487

    		0.0 ms

  





  

    		2026-03-31 07:54:22.472626

    		0.0 ms

  





  

    		2026-03-31 08:54:22.623081

    		0.0 ms

  





  

    		2026-03-31 09:54:23.384628

    		0.0 ms

  





  

    		2026-03-31 10:54:23.762505

    		0.0 ms

  





  

    		2026-03-31 11:54:24.108323

    		0.0 ms

  





  

    		2026-03-31 12:54:24.544638

    		-0.1 ms

  





  

    		2026-03-31 13:54:25.01195

    		0.0 ms

  





  

    		2026-03-31 14:54:25.41162

    		0.0 ms

  





  

    		2026-03-31 15:54:25.674433

    		0.1 ms

  





  

    		2026-03-31 16:54:26.669311

    		0.0 ms

  





  

    		2026-03-31 17:54:27.048215

    		0.0 ms

  





  

    		2026-03-31 18:54:27.753671

    		0.0 ms

  





  

    		2026-03-31 19:54:27.971276

    		0.0 ms

  





  

    		2026-03-31 20:54:30.643164

    		0.1 ms

  





  

    		2026-03-31 21:54:30.821725

    		0.0 ms

  





  

    		2026-03-31 22:54:31.884669

    		0.1 ms

  





  

    		2026-03-31 23:54:33.266091

    		0.0 ms

  





  

    		2026-04-01 00:54:34.528206

    		0.0 ms

  





  

    		2026-04-01 01:54:35.602107

    		0.0 ms

  





  

    		2026-04-01 02:54:36.851146

    		0.0 ms

  





  

    		2026-04-01 03:54:38.154696

    		0.0 ms

  





  

    		2026-04-01 04:54:39.339814

    		0.0 ms

  





  

    		2026-04-01 05:54:40.255717

    		-0.1 ms

  





  

    		2026-04-01 06:54:40.293067

    		0.0 ms

  





  

    		2026-04-01 07:54:41.694717

    		0.0 ms

  





  

    		2026-04-01 08:54:41.840303

    		-0.1 ms

  





  

    		2026-04-01 09:54:41.940088

    		0.0 ms

  





  

    		2026-04-01 10:54:42.085884

    		0.0 ms

  





  

    		2026-04-01 11:54:43.226309

    		0.0 ms

  





  

    		2026-04-01 12:54:44.154744

    		0.0 ms

  





  

    		2026-04-01 13:54:44.748142

    		-0.1 ms

  





  

    		2026-04-01 14:54:45.334172

    		0.1 ms

  





  

    		2026-04-01 15:54:45.354162

    		0.0 ms

  





  

    		2026-04-01 16:54:45.724709

    		0.0 ms

  





  

    		2026-04-01 17:54:46.236751

    		0.1 ms

  





  

    		2026-04-01 18:54:46.298492

    		0.0 ms

  





  

    		2026-04-01 19:54:46.534379

    		0.0 ms

  





  

    		2026-04-01 20:54:47.823205

    		0.0 ms

  





  

    		2026-04-01 21:54:49.76886

    		0.0 ms

  





  

    		2026-04-01 22:54:51.084761

    		0.0 ms

  





  

    		2026-04-01 23:54:52.650449

    		0.1 ms

  





  

    		2026-04-02 00:54:54.155732

    		0.0 ms

  





  

    		2026-04-02 01:54:55.71618

    		-0.1 ms

  





  

    		2026-04-02 02:54:57.134166

    		0.0 ms

  





  

    		2026-04-02 03:54:58.481149

    		-0.2 ms

  





  

    		2026-04-02 04:54:59.764623

    		0.0 ms

  





  

    		2026-04-02 05:55:01.407065

    		0.0 ms

  





  

    		2026-04-02 06:55:03.264836

    		0.0 ms

  





  

    		2026-04-02 07:55:03.440791

    		-0.1 ms

  





  

    		2026-04-02 08:55:03.510235

    		-0.1 ms

  





  

    		2026-04-02 09:55:03.625099

    		0.0 ms

  





  

    		2026-04-02 10:55:03.866769

    		0.0 ms

  





  

    		2026-04-02 11:55:04.548108

    		-0.1 ms

  





  

    		2026-04-02 12:55:05.453909

    		0.0 ms

  





  

    		2026-04-02 13:55:05.715784

    		0.4 ms

  





  

    		2026-04-02 14:55:07.388168

    		-0.1 ms

  





  

    		2026-04-02 15:55:08.155182

    		0.0 ms

  





  

    		2026-04-02 16:55:08.405314

    		-0.5 ms

  





  

    		2026-04-02 17:55:09.862218

    		0.0 ms

  





  

    		2026-04-02 18:55:10.858651

    		-0.1 ms

  





  

    		2026-04-02 19:55:12.606618

    		0.0 ms

  





  

    		2026-04-02 20:55:14.727033

    		-0.2 ms

  





  

    		2026-04-02 21:55:16.613317

    		0.0 ms

  





  

    		2026-04-02 22:55:18.054303

    		-0.1 ms

  





  

    		2026-04-02 23:55:19.364061

    		0.0 ms

  





  

    		2026-04-03 00:55:19.637911

    		0.2 ms

  





  

    		2026-04-03 01:55:21.35259

    		0.1 ms

  





  

    		2026-04-03 02:55:23.127995

    		0.0 ms

  





  

    		2026-04-03 03:55:24.447933

    		0.0 ms

  





  

    		2026-04-03 04:55:25.800842

    		0.0 ms

  





  

    		2026-04-03 05:55:27.199449

    		0.0 ms

  





  

    		2026-04-03 06:55:28.82675

    		0.0 ms

  





  

    		2026-04-03 07:55:28.835018

    		0.0 ms

  





  

    		2026-04-03 08:55:30.714911

    		-0.2 ms

  





  

    		2026-04-03 09:55:31.051016

    		0.0 ms

  





  

    		2026-04-03 10:55:31.621414

    		0.0 ms

  





  

    		2026-04-03 11:55:32.32837

    		0.1 ms

  





  

    		2026-04-03 12:55:32.994995

    		-0.1 ms

  





  

    		2026-04-03 13:55:34.005821

    		0.0 ms

  





  

    		2026-04-03 14:55:34.337265

    		0.0 ms

  





  

    		2026-04-03 15:55:34.462812

    		-0.1 ms

  





  

    		2026-04-03 16:55:34.79495

    		0.0 ms

  





  

    		2026-04-03 17:55:36.547127

    		-0.2 ms

  





  

    		2026-04-03 18:55:36.601466

    		0.1 ms

  





  

    		2026-04-03 19:55:38.407012

    		-0.1 ms

  





  

    		2026-04-03 20:55:38.477401

    		0.0 ms

  





  

    		2026-04-03 21:55:39.227047

    		0.2 ms

  





  

    		2026-04-03 22:55:39.819988

    		0.0 ms

  





  

    		2026-04-03 23:55:41.957552

    		-0.1 ms

  





  

    		2026-04-04 00:55:44.030593

    		0.1 ms

  





  

    		2026-04-04 01:55:45.488655

    		0.0 ms

  





  

    		2026-04-04 02:55:46.57042

    		0.0 ms

  





  

    		2026-04-04 03:55:46.942754

    		0.0 ms

  





  

    		2026-04-04 04:55:48.763549

    		0.0 ms

  





  

    		2026-04-04 05:55:50.414237

    		-0.1 ms

  





  

    		2026-04-04 06:55:50.749699

    		-0.1 ms

  





  

    		2026-04-04 07:55:51.811523

    		0.0 ms

  





  

    		2026-04-04 08:55:52.992532

    		0.0 ms

  





  

    		2026-04-04 09:55:54.107367

    		0.0 ms

  





  

    		2026-04-04 10:55:54.486557

    		0.0 ms

  





  

    		2026-04-04 11:55:54.980029

    		-0.1 ms

  





  

    		2026-04-04 12:55:55.188525

    		0.0 ms

  





  

    		2026-04-04 13:55:55.759223

    		0.0 ms

  





  

    		2026-04-04 14:55:56.37769

    		0.0 ms

  





  

    		2026-04-04 15:55:56.975764

    		-0.1 ms

  





  

    		2026-04-04 16:55:57.496431

    		0.1 ms

  





  

    		2026-04-04 17:55:59.594359

    		0.0 ms

  





  

    		2026-04-04 18:56:00.748971

    		0.0 ms

  





  

    		2026-04-04 19:56:00.996751

    		0.0 ms

  





  

    		2026-04-04 20:56:03.620783

    		0.0 ms

  





  

    		2026-04-04 21:56:06.135093

    		0.0 ms

  





  

    		2026-04-04 22:56:08.422325

    		0.2 ms

  





  

    		2026-04-04 23:56:10.012342

    		0.3 ms

  





  

    		2026-04-05 00:56:10.183922

    		0.0 ms

  





  

    		2026-04-05 01:56:12.115981

    		0.0 ms

  





  

    		2026-04-05 02:56:13.636562

    		0.0 ms

  





  

    		2026-04-05 03:56:15.805188

    		0.0 ms

  





  

    		2026-04-05 04:56:17.406187

    		0.0 ms

  





  

    		2026-04-05 05:56:18.905532

    		0.1 ms

  





  

    		2026-04-05 06:56:19.417618

    		0.0 ms

  





  

    		2026-04-05 07:56:20.509601

    		0.0 ms

  





  

    		2026-04-05 08:56:20.950133

    		0.0 ms

  





  

    		2026-04-05 09:56:21.733009

    		0.0 ms

  





  

    		2026-04-05 10:56:21.753766

    		0.0 ms

  





  

    		2026-04-05 11:56:22.424423

    		-0.1 ms

  





  

    		2026-04-05 12:56:22.549693

    		0.0 ms

  





  

    		2026-04-05 13:56:22.684982

    		0.0 ms

  





  

    		2026-04-05 14:56:22.696281

    		0.1 ms

  





  

    		2026-04-05 15:56:23.30175

    		0.0 ms

  





  

    		2026-04-05 16:56:24.151484

    		-0.2 ms

  





  

    		2026-04-05 17:56:24.839325

    		0.0 ms

  





  

    		2026-04-05 18:56:25.1341

    		0.1 ms

  





  

    		2026-04-05 19:56:25.413222

    		0.0 ms

  





  

    		2026-04-05 20:56:25.500272

    		-0.1 ms

  





  

    		2026-04-05 21:56:26.012537

    		0.1 ms

  





  

    		2026-04-05 22:56:26.752807

    		0.0 ms

  





  

    		2026-04-05 23:56:28.412881

    		0.0 ms

  





  

    		2026-04-06 00:56:30.273589

    		0.0 ms

  





  

    		2026-04-06 01:56:32.132427

    		0.0 ms

  





  

    		2026-04-06 02:56:33.764957

    		0.1 ms

  





  

    		2026-04-06 03:56:35.443595

    		0.0 ms

  





  

    		2026-04-06 04:56:36.221221

    		-0.1 ms

  





  

    		2026-04-06 05:56:38.399442

    		0.0 ms

  





  

    		2026-04-06 06:56:38.819359

    		0.0 ms

  





  

    		2026-04-06 07:56:39.900519

    		0.0 ms

  





  

    		2026-04-06 08:56:40.589536

    		0.0 ms

  





  

    		2026-04-06 09:56:40.815015

    		0.0 ms

  





  

    		2026-04-06 10:56:41.326826

    		0.0 ms

  





  

    		2026-04-06 11:56:41.436633

    		-0.2 ms

  





  

    		2026-04-06 12:56:41.619914

    		0.0 ms

  





  

    		2026-04-06 13:56:41.636195

    		0.0 ms

  





  

    		2026-04-06 14:56:42.606036

    		0.1 ms

  





  

    		2026-04-06 15:56:43.310915

    		0.1 ms

  





  

    		2026-04-06 16:56:43.492887

    		0.0 ms

  





  

    		2026-04-06 17:56:45.215024

    		-0.1 ms

  





  

    		2026-04-06 18:56:47.006797

    		0.0 ms

  





  

    		2026-04-06 19:56:47.702908

    		-0.1 ms

  





  

    		2026-04-06 20:56:48.443046

    		0.0 ms

  





  

    		2026-04-06 21:56:49.620797

    		0.1 ms

  





  

    		2026-04-06 22:56:50.033229

    		0.0 ms

  





  

    		2026-04-06 23:56:50.641411

    		0.0 ms

  





  

    		2026-04-07 00:56:52.919117

    		0.0 ms

  





  

    		2026-04-07 01:56:54.677992

    		0.0 ms

  





  

    		2026-04-07 02:56:56.410282

    		0.0 ms

  





  

    		2026-04-07 03:56:58.255909

    		0.1 ms

  





  

    		2026-04-07 04:56:58.442463

    		0.0 ms

  





  

    		2026-04-07 05:56:59.736085

    		-0.3 ms

  





  

    		2026-04-07 06:56:59.928975

    		0.2 ms

  





  

    		2026-04-07 07:57:00.090538

    		0.0 ms

  





  

    		2026-04-07 08:57:00.500444

    		0.0 ms

  





  

    		2026-04-07 09:57:00.519059

    		0.0 ms

  





  

    		2026-04-07 10:57:00.901735

    		0.0 ms

  





  

    		2026-04-07 11:57:01.110221

    		0.0 ms

  





  

    		2026-04-07 12:57:01.24215

    		-0.1 ms

  





  

    		2026-04-07 13:57:02.286573

    		0.0 ms

  





  

    		2026-04-07 14:57:02.317331

    		0.0 ms

  





  

    		2026-04-07 15:57:02.702044

    		0.0 ms

  





  

    		2026-04-07 16:57:04.025041

    		0.0 ms

  





  

    		2026-04-07 17:57:04.542442

    		0.0 ms

  





  

    		2026-04-07 18:57:04.727608

    		0.0 ms

  





  

    		2026-04-07 19:57:05.153726

    		0.1 ms

  





  

    		2026-04-07 20:57:05.187523

    		-0.2 ms

  





  

    		2026-04-07 21:57:07.001661

    		0.0 ms

  





  

    		2026-04-07 22:57:08.580346

    		0.0 ms

  





  

    		2026-04-07 23:57:10.67233

    		0.0 ms

  





  

    		2026-04-08 00:57:12.264864

    		0.0 ms

  





  

    		2026-04-08 01:57:13.545228

    		0.0 ms

  





  

    		2026-04-08 02:57:14.785138

    		0.0 ms

  





  

    		2026-04-08 03:57:15.352525

    		0.0 ms

  





  

    		2026-04-08 04:57:17.146793

    		0.0 ms

  





  

    		2026-04-08 05:57:17.298456

    		0.0 ms

  





  

    		2026-04-08 06:57:17.793768

    		0.1 ms

  





  

    		2026-04-08 07:57:18.043492

    		0.0 ms

  





  

    		2026-04-08 08:57:18.494203

    		0.0 ms

  





  

    		2026-04-08 09:57:19.266482

    		0.0 ms

  





  

    		2026-04-08 10:57:19.330428

    		0.0 ms

  





  

    		2026-04-08 11:57:20.150168

    		0.0 ms

  





  

    		2026-04-08 12:57:20.426778

    		0.0 ms

  





  

    		2026-04-08 13:57:20.523997

    		0.0 ms

  





  

    		2026-04-08 14:57:20.657628

    		0.0 ms

  





  

    		2026-04-08 15:57:21.087821

    		0.0 ms

  





  

    		2026-04-08 16:57:21.191968

    		0.0 ms

  





  

    		2026-04-08 17:57:22.124274

    		0.1 ms

  





  

    		2026-04-08 18:57:23.049136

    		-0.1 ms

  





  

    		2026-04-08 19:57:23.172376

    		0.1 ms

  





  

    		2026-04-08 20:57:25.764036

    		0.0 ms

  





  

    		2026-04-08 21:57:27.512492

    		0.1 ms

  





  

    		2026-04-08 22:57:29.166125

    		0.0 ms

  





  

    		2026-04-08 23:57:31.029059

    		0.1 ms

  





  

    		2026-04-09 00:57:32.532694

    		0.0 ms

  





  

    		2026-04-09 01:57:33.056294

    		-0.1 ms

  





  

    		2026-04-09 02:57:35.357693

    		0.0 ms

  





  

    		2026-04-09 03:57:36.521793

    		0.0 ms

  





  

    		2026-04-09 04:57:38.035801

    		0.0 ms

  





  

    		2026-04-09 05:57:38.055533

    		-0.1 ms

  





  

    		2026-04-09 06:57:38.142273

    		0.0 ms

  





  

    		2026-04-09 07:57:38.390006

    		0.0 ms

  





  

    		2026-04-09 08:57:38.542194

    		-0.1 ms

  





  

    		2026-04-09 09:57:38.904701

    		0.0 ms

  





  

    		2026-04-09 10:57:39.976217

    		0.0 ms

  





  

    		2026-04-09 11:57:41.392329

    		0.0 ms

  





  

    		2026-04-09 12:57:42.396221

    		0.0 ms

  





  

    		2026-04-09 13:57:43.030376

    		0.0 ms

  





  

    		2026-04-09 14:57:43.75658

    		0.0 ms

  





  

    		2026-04-09 15:57:44.887372

    		0.0 ms

  





  

    		2026-04-09 16:57:46.891222

    		0.1 ms

  





  

    		2026-04-09 17:57:47.007352

    		0.0 ms

  





  

    		2026-04-09 18:57:48.904727

    		0.0 ms

  





  

    		2026-04-09 19:57:50.834456

    		0.0 ms

  





  

    		2026-04-09 20:57:52.515878

    		0.0 ms

  





  

    		2026-04-09 21:57:53.981262

    		0.0 ms

  





  

    		2026-04-09 22:57:55.356799

    		0.1 ms

  





  

    		2026-04-09 23:57:56.974386

    		0.0 ms

  





  

    		2026-04-10 00:57:58.652975

    		0.0 ms

  





  

    		2026-04-10 01:58:00.061676

    		0.0 ms

  





  

    		2026-04-10 02:58:01.472942

    		0.0 ms

  





  

    		2026-04-10 03:58:02.939671

    		0.0 ms

  





  

    		2026-04-10 04:58:04.660998

    		0.0 ms

  





  

    		2026-04-10 05:58:06.126986

    		-0.1 ms

  





  

    		2026-04-10 06:58:06.525156

    		0.0 ms

  





  

    		2026-04-10 07:58:07.921267

    		0.0 ms

  





  

    		2026-04-10 08:58:08.593584

    		0.0 ms

  





  

    		2026-04-10 09:58:09.978319

    		-0.1 ms

  





  

    		2026-04-10 10:58:10.998253

    		0.7 ms

  





  

    		2026-04-10 11:58:11.127713

    		0.0 ms

  





  

    		2026-04-10 12:58:12.611058

    		0.0 ms

  





  

    		2026-04-10 13:58:12.674084

    		0.0 ms

  





  

    		2026-04-10 14:58:12.746589

    		-0.2 ms

  





  

    		2026-04-10 15:58:13.808085

    		0.0 ms

  





  

    		2026-04-10 16:58:13.828113

    		0.0 ms

  





  

    		2026-04-10 17:58:14.945609

    		0.0 ms

  





  

    		2026-04-10 18:58:15.258836

    		0.0 ms

  





  

    		2026-04-10 19:58:16.613524

    		0.0 ms

  





  

    		2026-04-10 20:58:18.627889

    		0.0 ms

  





  

    		2026-04-10 21:58:20.332373

    		0.1 ms

  





  

    		2026-04-10 22:58:22.302811

    		0.0 ms

  





  

    		2026-04-10 23:58:23.715306

    		0.0 ms

  





  

    		2026-04-11 00:58:25.325146

    		0.0 ms

  





  

    		2026-04-11 01:58:26.937015

    		-0.1 ms

  





  

    		2026-04-11 02:58:28.520877

    		0.0 ms

  





  

    		2026-04-11 03:58:30.427809

    		0.0 ms

  





  

    		2026-04-11 04:58:32.274807

    		-0.3 ms

  





  

    		2026-04-11 05:58:34.281613

    		-0.1 ms

  





  

    		2026-04-11 06:58:35.276243

    		0.0 ms

  





  

    		2026-04-11 07:58:35.604667

    		0.0 ms

  





  

    		2026-04-11 08:58:35.898444

    		0.0 ms

  





  

    		2026-04-11 09:58:36.592727

    		0.0 ms

  





  

    		2026-04-11 10:58:38.273963

    		0.0 ms

  





  

    		2026-04-11 11:58:40.224803

    		0.1 ms

  





  

    		2026-04-11 12:58:40.308222

    		-0.3 ms

  





  

    		2026-04-11 13:58:40.638145

    		0.0 ms

  





  

    		2026-04-11 14:58:41.468986

    		0.0 ms

  





  

    		2026-04-11 15:58:42.281811

    		0.0 ms

  





  

    		2026-04-11 16:58:42.552775

    		0.0 ms

  





  

    		2026-04-11 17:58:44.713109

    		0.0 ms

  





  

    		2026-04-11 18:58:45.906169

    		0.0 ms

  





  

    		2026-04-11 19:58:46.229768

    		0.1 ms

  





  

    		2026-04-11 20:58:46.53525

    		0.0 ms

  





  

    		2026-04-11 21:58:47.390036

    		0.0 ms

  





  

    		2026-04-11 22:58:47.710981

    		0.0 ms

  





  

    		2026-04-11 23:58:47.88309

    		0.0 ms

  





  

    		2026-04-12 00:58:49.507241

    		0.0 ms

  





  

    		2026-04-12 01:58:50.71978

    		0.2 ms

  





  

    		2026-04-12 02:58:52.409713

    		0.0 ms

  





  

    		2026-04-12 03:58:54.0386

    		0.0 ms

  





  

    		2026-04-12 04:58:54.639331

    		0.0 ms

  





  

    		2026-04-12 05:58:55.441393

    		0.0 ms

  





  

    		2026-04-12 06:58:57.324218

    		0.1 ms

  





  

    		2026-04-12 07:58:58.507917

    		-0.1 ms

  





  

    		2026-04-12 08:58:58.879435

    		-0.1 ms

  





  

    		2026-04-12 09:58:59.703676

    		0.0 ms

  





  

    		2026-04-12 10:58:59.834964

    		-0.2 ms

  





  

    		2026-04-12 11:59:00.630487

    		0.0 ms

  





  

    		2026-04-12 12:59:01.001643

    		0.0 ms

  





  

    		2026-04-12 13:59:01.024171

    		0.1 ms

  





  

    		2026-04-12 14:59:01.315632

    		0.2 ms

  





  

    		2026-04-12 15:59:03.504219

    		0.0 ms

  





  

    		2026-04-12 16:59:03.609375

    		0.0 ms

  





  

    		2026-04-12 17:59:05.190762

    		0.1 ms

  





  

    		2026-04-12 18:59:05.761347

    		0.0 ms

  





  

    		2026-04-12 19:59:06.553443

    		0.0 ms

  





  

    		2026-04-12 20:59:07.211385

    		-0.1 ms

  





  

    		2026-04-12 21:59:07.793218

    		0.0 ms

  





  

    		2026-04-12 22:59:09.264866

    		-0.1 ms

  





  

    		2026-04-12 23:59:10.743068

    		0.0 ms

  





  

    		2026-04-13 00:59:11.911175

    		0.0 ms

  





  

    		2026-04-13 01:59:13.388697

    		0.0 ms

  





  

    		2026-04-13 02:59:14.50062

    		0.1 ms

  





  

    		2026-04-13 03:59:15.698415

    		0.0 ms

  





  

    		2026-04-13 04:59:17.09112

    		-0.1 ms

  





  

    		2026-04-13 05:59:17.674843

    		-0.1 ms

  





  

    		2026-04-13 06:59:18.765712

    		0.0 ms

  





  

    		2026-04-13 07:59:19.824974

    		0.0 ms

  





  

    		2026-04-13 08:59:21.226773

    		0.0 ms

  





  

    		2026-04-13 09:59:21.898596

    		0.0 ms

  





  

    		2026-04-13 10:59:22.364747

    		0.1 ms

  





  

    		2026-04-13 11:59:23.467275

    		0.0 ms

  





  

    		2026-04-13 12:59:24.5517

    		0.0 ms

  





  

    		2026-04-13 13:59:24.715797

    		0.0 ms

  





  

    		2026-04-13 14:59:24.834113

    		0.0 ms

  





  

    		2026-04-13 15:59:25.252754

    		-0.3 ms

  





  

    		2026-04-13 16:59:25.387016

    		0.0 ms

  





  

    		2026-04-13 17:59:25.634799

    		0.1 ms

  





  

    		2026-04-13 18:59:26.403531

    		0.1 ms

  





  

    		2026-04-13 19:59:26.7807

    		0.0 ms

  





  

    		2026-04-13 20:59:27.3597

    		0.0 ms

  





  

    		2026-04-13 21:59:28.465891

    		0.0 ms

  





  

    		2026-04-13 22:59:29.815868

    		0.0 ms

  





  

    		2026-04-13 23:59:29.886842

    		-0.1 ms

  





  

    		2026-04-14 00:59:31.229687

    		0.1 ms

  





  

    		2026-04-14 01:59:32.606808

    		0.0 ms

  





  

    		2026-04-14 02:59:34.034166

    		0.0 ms

  





  

    		2026-04-14 03:59:35.324372

    		0.0 ms

  





  

    		2026-04-14 04:59:35.49003

    		0.0 ms

  





  

    		2026-04-14 05:59:35.965365

    		0.0 ms

  





  

    		2026-04-14 06:59:36.418956

    		-0.1 ms

  





  

    		2026-04-14 07:59:37.578217

    		0.0 ms

  





  

    		2026-04-14 08:59:37.944283

    		0.0 ms

  





  

    		2026-04-14 09:59:39.438927

    		0.0 ms

  





  

    		2026-04-14 10:59:39.663359

    		-0.1 ms

  





  

    		2026-04-14 11:59:39.754039

    		0.0 ms

  





  

    		2026-04-14 12:59:41.117563

    		0.0 ms

  





  

    		2026-04-14 13:59:42.234325

    		-0.1 ms

  





  

    		2026-04-14 14:59:42.274009

    		0.0 ms

  





  

    		2026-04-14 15:59:43.467978

    		0.0 ms

  





  

    		2026-04-14 16:59:44.206109

    		0.0 ms

  





  

    		2026-04-14 17:59:46.027682

    		0.0 ms

  





  

    		2026-04-14 18:59:46.456108

    		0.0 ms

  





  

    		2026-04-14 19:59:46.71624

    		0.0 ms

  





  

    		2026-04-14 20:59:46.724241

    		0.0 ms

  





  

    		2026-04-14 21:59:48.456341

    		0.0 ms

  





  

    		2026-04-14 22:59:48.571722

    		0.0 ms

  





  

    		2026-04-14 23:59:48.980103

    		0.0 ms

  





  

    		2026-04-15 00:59:50.225045

    		0.0 ms

  





  

    		2026-04-15 01:59:51.687766

    		0.0 ms

  





  

    		2026-04-15 02:59:51.829849

    		0.0 ms

  





  

    		2026-04-15 03:59:53.342958

    		0.0 ms

  





  

    		2026-04-15 04:59:55.141555

    		0.0 ms

  





  

    		2026-04-15 05:59:57.383278

    		0.0 ms

  





  

    		2026-04-15 06:59:57.7931

    		0.0 ms

  





  

    		2026-04-15 07:59:58.217386

    		0.1 ms

  





  

    		2026-04-15 08:59:58.964731

    		0.0 ms

  





  

    		2026-04-15 09:59:59.342342

    		-0.1 ms

  





  

    		2026-04-15 11:00:00.205726

    		0.1 ms

  





  

    		2026-04-15 12:00:00.549635

    		0.0 ms

  





  

    		2026-04-15 13:00:00.864751

    		0.0 ms

  





  

    		2026-04-15 14:00:01.222873

    		0.0 ms

  





  

    		2026-04-15 15:00:01.424912

    		0.2 ms

  





  

    		2026-04-15 16:00:01.987735

    		0.0 ms

  





  

    		2026-04-15 17:00:03.52292

    		0.0 ms

  





  

    		2026-04-15 18:00:04.00129

    		0.0 ms

  





  

    		2026-04-15 19:00:06.265911

    		-0.1 ms

  





  

    		2026-04-15 20:00:06.386497

    		0.7 ms

  





  

    		2026-04-15 21:00:07.156319

    		0.0 ms

  





  

    		2026-04-15 22:00:08.335774

    		0.0 ms

  





  

    		2026-04-15 23:00:10.440043

    		0.0 ms

  





  

    		2026-04-16 00:00:11.745456

    		0.0 ms

  





  

    		2026-04-16 01:00:12.947764

    		0.0 ms

  





  

    		2026-04-16 02:00:14.4246

    		0.0 ms

  





  

    		2026-04-16 03:00:16.132521

    		0.0 ms

  





  

    		2026-04-16 04:00:17.222845

    		0.0 ms

  





  

    		2026-04-16 05:00:18.479943

    		0.0 ms

  





  

    		2026-04-16 06:00:20.012347

    		0.0 ms

  





  

    		2026-04-16 07:00:20.971906

    		0.0 ms

  





  

    		2026-04-16 08:00:21.501646

    		-0.1 ms

  





  

    		2026-04-16 09:00:22.440765

    		0.0 ms

  





  

    		2026-04-16 10:00:22.49529

    		0.0 ms

  





  

    		2026-04-16 11:00:23.063211

    		0.0 ms

  





  

    		2026-04-16 12:00:23.111576

    		-0.1 ms

  





  

    		2026-04-16 13:00:23.3708

    		0.2 ms

  





  

    		2026-04-16 14:00:23.52079

    		0.0 ms

  





  

    		2026-04-16 15:00:24.606594

    		0.0 ms

  





  

    		2026-04-16 16:00:25.414609

    		0.0 ms

  





  

    		2026-04-16 17:00:25.452789

    		0.0 ms

  





  

    		2026-04-16 18:00:27.101549

    		0.0 ms

  





  

    		2026-04-16 19:00:28.117766

    		0.0 ms

  





  

    		2026-04-16 20:00:30.499378

    		0.0 ms

  





  

    		2026-04-16 21:00:31.921543

    		0.0 ms

  





  

    		2026-04-16 22:00:33.219451

    		0.0 ms

  





  

    		2026-04-16 23:00:33.411466

    		-0.1 ms

  





  

    		2026-04-17 00:00:35.087028

    		0.0 ms

  





  

    		2026-04-17 01:00:36.668608

    		0.1 ms

  





  

    		2026-04-17 02:00:37.932407

    		0.1 ms

  





  

    		2026-04-17 03:00:39.435098

    		-0.1 ms

  





  

    		2026-04-17 04:00:40.922222

    		0.0 ms

  





  

    		2026-04-17 05:00:42.535942

    		0.0 ms

  





  

    		2026-04-17 06:00:44.137177

    		0.0 ms

  





  

    		2026-04-17 07:00:44.713277

    		0.0 ms

  





  

    		2026-04-17 08:00:44.756139

    		0.1 ms

  





  

    		2026-04-17 09:00:45.847257

    		0.0 ms

  





  

    		2026-04-17 10:00:46.041959

    		0.0 ms

  





  

    		2026-04-17 11:00:47.687337

    		0.0 ms

  





  

    		2026-04-17 12:00:48.110335

    		0.0 ms

  





  

    		2026-04-17 13:00:48.421143

    		0.0 ms

  





  

    		2026-04-17 14:00:48.84555

    		0.0 ms

  





  

    		2026-04-17 15:00:48.97152

    		-0.2 ms

  





  

    		2026-04-17 16:00:50.143855

    		-0.1 ms

  





  

    		2026-04-17 17:00:52.768602

    		0.1 ms

  





  

    		2026-04-17 18:00:52.917046

    		0.0 ms

  





  

    		2026-04-17 19:00:55.057643

    		0.0 ms

  





  

    		2026-04-17 20:00:56.927768

    		0.0 ms

  





  

    		2026-04-17 21:00:58.486285

    		0.0 ms

  





  

    		2026-04-17 22:01:00.236125

    		0.1 ms

  





  

    		2026-04-17 23:01:01.624474

    		0.0 ms

  





  

    		2026-04-18 00:01:03.180087

    		-0.1 ms

  





  

    		2026-04-18 01:01:04.850636

    		0.0 ms

  





  

    		2026-04-18 02:01:05.90247

    		0.0 ms

  





  

    		2026-04-18 03:01:07.266472

    		0.0 ms

  





  

    		2026-04-18 04:01:07.412541

    		0.0 ms

  





  

    		2026-04-18 05:01:08.95285

    		0.0 ms

  





  

    		2026-04-18 06:01:10.887785

    		0.0 ms

  





  

    		2026-04-18 07:01:11.449423

    		0.0 ms

  





  

    		2026-04-18 08:01:11.469907

    		0.0 ms

  





  

    		2026-04-18 09:01:13.197826

    		0.0 ms

  





  

    		2026-04-18 10:01:13.366227

    		0.0 ms

  





  

    		2026-04-18 11:01:14.794222

    		0.1 ms

  





  

    		2026-04-18 12:01:15.603755

    		0.0 ms

  





  

    		2026-04-18 13:01:15.845034

    		0.0 ms

  





  

    		2026-04-18 14:01:15.972393

    		0.0 ms

  





  

    		2026-04-18 15:01:16.767237

    		0.0 ms

  





  

    		2026-04-18 16:01:17.091293

    		0.0 ms

  





  

    		2026-04-18 17:01:17.230286

    		0.0 ms

  





  

    		2026-04-18 18:01:18.775785

    		0.1 ms

  





  

    		2026-04-18 19:01:18.795892

    		0.0 ms

  





  

    		2026-04-18 20:01:20.457977

    		0.0 ms

  





  

    		2026-04-18 21:01:23.044975

    		0.0 ms

  





  

    		2026-04-18 22:01:24.558221

    		0.0 ms

  





  

    		2026-04-18 23:01:26.20304

    		-0.1 ms

  





  

    		2026-04-19 00:01:27.750252

    		0.0 ms

  





  

    		2026-04-19 01:01:29.187636

    		0.1 ms

  





  

    		2026-04-19 02:01:30.620394

    		-0.1 ms

  





  

    		2026-04-19 03:01:32.005246

    		0.0 ms

  





  

    		2026-04-19 04:01:33.399027

    		0.0 ms

  





  

    		2026-04-19 05:01:34.829942

    		0.0 ms

  





  

    		2026-04-19 06:01:36.140841

    		0.0 ms

  





  

    		2026-04-19 07:01:36.665656

    		0.0 ms

  





  

    		2026-04-19 08:01:37.253498

    		-0.1 ms

  





  

    		2026-04-19 09:01:37.772992

    		0.0 ms

  





  

    		2026-04-19 10:01:37.902225

    		0.0 ms

  





  

    		2026-04-19 11:01:40.149008

    		0.0 ms

  





  

    		2026-04-19 12:01:40.881289

    		-0.1 ms

  





  

    		2026-04-19 13:01:42.418652

    		0.0 ms

  





  

    		2026-04-19 14:01:42.535516

    		0.0 ms

  





  

    		2026-04-19 15:01:43.677711

    		0.0 ms

  





  

    		2026-04-19 16:01:44.516143

    		0.1 ms

  





  

    		2026-04-19 17:01:46.494196

    		-0.2 ms

  





  

    		2026-04-19 18:01:46.816448

    		0.0 ms

  





  

    		2026-04-19 19:01:49.519903

    		0.0 ms

  





  

    		2026-04-19 20:01:49.780874

    		0.0 ms

  





  

    		2026-04-19 21:01:51.411566

    		0.0 ms

  





  

    		2026-04-19 22:01:53.001512

    		0.0 ms

  





  

    		2026-04-19 23:01:54.725703

    		0.0 ms

  





  

    		2026-04-20 00:01:56.139955

    		0.0 ms

  





  

    		2026-04-20 01:01:57.475544

    		0.0 ms

  





  

    		2026-04-20 02:01:58.786583

    		0.1 ms

  





  

    		2026-04-20 03:02:00.152622

    		0.0 ms

  





  

    		2026-04-20 04:02:01.891281

    		0.0 ms

  





  

    		2026-04-20 05:02:03.100056

    		0.0 ms

  





  

    		2026-04-20 06:02:03.566063

    		0.0 ms

  





  

    		2026-04-20 07:02:03.848955

    		0.0 ms

  





  

    		2026-04-20 08:02:04.064048

    		0.0 ms

  





  

    		2026-04-20 09:02:04.500194

    		0.0 ms

  





  

    		2026-04-20 10:02:04.818644

    		0.0 ms

  





  

    		2026-04-20 11:02:04.899745

    		0.0 ms

  





  

    		2026-04-20 12:02:04.967216

    		0.0 ms

  





  

    		2026-04-20 13:02:06.189807

    		0.0 ms

  





  

    		2026-04-20 14:02:06.487153

    		0.2 ms

  





  

    		2026-04-20 15:02:06.748683

    		0.0 ms

  





  

    		2026-04-20 16:02:08.743109

    		0.0 ms

  





  

    		2026-04-20 17:02:08.807854

    		-0.1 ms

  





  

    		2026-04-20 18:02:09.580822

    		0.0 ms

  





  

    		2026-04-20 19:02:09.60738

    		0.1 ms

  





  

    		2026-04-20 20:02:09.987601

    		0.0 ms

  





  

    		2026-04-20 21:02:10.315764

    		0.1 ms

  





  

    		2026-04-20 22:02:12.153623

    		0.0 ms

  





  

    		2026-04-20 23:02:13.912597

    		0.0 ms

  





  

    		2026-04-21 00:02:15.539098

    		0.0 ms

  





  

    		2026-04-21 01:02:16.514801

    		0.0 ms

  





  

    		2026-04-21 02:02:17.579869

    		0.0 ms

  





  

    		2026-04-21 03:02:17.686263

    		0.0 ms

  





  

    		2026-04-21 04:02:19.671039

    		0.0 ms

  





  

    		2026-04-21 05:02:21.190353

    		0.1 ms

  





  

    		2026-04-21 06:02:23.642729

    		0.0 ms

  





  

    		2026-04-21 07:02:24.486976

    		0.0 ms

  





  

    		2026-04-21 08:02:25.172549

    		0.0 ms

  





  

    		2026-04-21 09:02:26.4271

    		0.0 ms

  





  

    		2026-04-21 10:02:27.749051

    		0.0 ms

  





  

    		2026-04-21 11:02:27.926646

    		0.0 ms

  





  

    		2026-04-21 12:02:28.14251

    		0.0 ms

  





  

    		2026-04-21 13:02:28.541241

    		0.0 ms

  





  

    		2026-04-21 14:02:29.735961

    		0.0 ms

  





  

    		2026-04-21 15:02:30.721006

    		0.1 ms

  





  

    		2026-04-21 16:02:30.856077

    		0.0 ms

  





  

    		2026-04-21 17:02:31.998949

    		0.0 ms

  





  

    		2026-04-21 18:02:32.037859

    		0.0 ms

  





  

    		2026-04-21 19:02:33.089845

    		0.0 ms

  





  

    		2026-04-21 20:02:33.657741

    		0.0 ms

  





  

    		2026-04-21 21:02:34.969867

    		0.0 ms

  





  

    		2026-04-21 22:02:36.597148

    		0.0 ms

  





  

    		2026-04-21 23:02:37.708708

    		0.0 ms

  





  

    		2026-04-22 00:02:38.710143

    		0.0 ms

  





  

    		2026-04-22 01:02:39.645938

    		0.0 ms

  





  

    		2026-04-22 02:02:40.605083

    		0.0 ms

  





  

    		2026-04-22 03:02:41.526397

    		0.0 ms

  





  

    		2026-04-22 04:02:42.546498

    		0.0 ms

  





  

    		2026-04-22 05:02:43.484135

    		0.0 ms

  





  

    		2026-04-22 06:02:44.760648

    		0.0 ms

  





  

    		2026-04-22 07:02:45.216554

    		0.0 ms

  





  

    		2026-04-22 08:02:45.668856

    		0.0 ms

  





  

    		2026-04-22 09:02:45.735582

    		0.1 ms

  





  

    		2026-04-22 10:02:46.049664

    		0.0 ms

  





  

    		2026-04-22 11:02:46.205042

    		0.0 ms

  





  

    		2026-04-22 12:02:46.409421

    		0.0 ms

  





  

    		2026-04-22 13:02:46.613033

    		0.0 ms

  





  

    		2026-04-22 14:02:47.065407

    		0.0 ms

  





  

    		2026-04-22 15:02:47.345058

    		0.1 ms

  





  

    		2026-04-22 16:02:48.138416

    		0.0 ms

  





  

    		2026-04-22 17:02:48.879714

    		0.0 ms

  





  

    		2026-04-22 18:02:51.462341

    		0.0 ms

  





  

    		2026-04-22 19:02:53.05594

    		0.0 ms

  





  

    		2026-04-22 20:02:53.96546

    		-0.1 ms

  





  

    		2026-04-22 21:02:54.764812

    		0.0 ms

  





  

    		2026-04-22 22:02:55.001938

    		0.0 ms

  





  

    		2026-04-22 23:02:56.183221

    		-0.1 ms

  





  

    		2026-04-23 00:02:57.415975

    		0.0 ms

  





  

    		2026-04-23 01:02:58.56505

    		0.1 ms

  





  

    		2026-04-23 02:02:59.671881

    		0.0 ms

  





  

    		2026-04-23 03:03:01.934798

    		-0.2 ms

  





  

    		2026-04-23 04:03:03.186299

    		0.0 ms

  





  

    		2026-04-23 05:03:04.070323

    		0.0 ms

  





  

    		2026-04-23 06:03:05.084242

    		0.0 ms

  





  

    		2026-04-23 07:03:06.653813

    		0.0 ms

  





  

    		2026-04-23 08:03:07.809056

    		0.0 ms

  





  

    		2026-04-23 09:03:08.226394

    		0.0 ms

  





  

    		2026-04-23 10:03:08.469037

    		0.1 ms

  





  

    		2026-04-23 11:03:08.475434

    		0.0 ms

  





  

    		2026-04-23 12:03:09.659241

    		-0.1 ms

  





  

    		2026-04-23 13:03:09.992475

    		0.0 ms

  





  

    		2026-04-23 14:03:10.055479

    		0.1 ms

  





  

    		2026-04-23 15:03:10.132073

    		0.0 ms

  





  

    		2026-04-23 16:03:10.305726

    		0.0 ms

  





  

    		2026-04-23 17:03:10.516101

    		0.0 ms

  





  

    		2026-04-23 18:03:11.034945

    		0.0 ms

  





  

    		2026-04-23 19:03:12.895215

    		0.2 ms

  





  

    		2026-04-23 20:03:13.188667

    		0.0 ms

  





  

    		2026-04-23 21:03:14.979179

    		-0.1 ms

  





  

    		2026-04-23 22:03:16.210455

    		0.0 ms

  





  

    		2026-04-23 23:03:17.457694

    		0.0 ms

  





  

    		2026-04-24 00:03:18.507865

    		0.0 ms

  





  

    		2026-04-24 01:03:19.456082

    		0.0 ms

  





  

    		2026-04-24 02:03:20.338015

    		0.0 ms

  





  

    		2026-04-24 03:03:21.274324

    		0.0 ms

  





  

    		2026-04-24 04:03:22.261161

    		0.1 ms

  





  

    		2026-04-24 05:03:23.284382

    		-0.1 ms

  





  

    		2026-04-24 06:03:24.964182

    		-0.1 ms

  





  

    		2026-04-24 07:03:25.065207

    		-0.1 ms

  





  

    		2026-04-24 08:03:25.176636

    		-0.4 ms

  





  

    		2026-04-24 09:03:25.984854

    		-0.1 ms

  





  

    		2026-04-24 10:03:26.023113

    		0.1 ms

  





  

    		2026-04-24 11:03:26.909516

    		-0.3 ms

  





  

    		2026-04-24 12:03:27.008751

    		0.2 ms

  





  

    		2026-04-24 13:03:27.643715

    		0.0 ms

  





  

    		2026-04-24 14:03:27.755999

    		0.0 ms

  





  

    		2026-04-24 15:03:28.263942

    		0.0 ms

  





  

    		2026-04-24 16:03:29.556295

    		-0.2 ms

  





  

    		2026-04-24 17:03:29.626186

    		0.0 ms

  





  

    		2026-04-24 18:03:31.158259

    		0.1 ms

  





  

    		2026-04-24 19:03:32.756396

    		0.0 ms

  





  

    		2026-04-24 20:03:33.525977

    		0.0 ms

  





  

    		2026-04-24 21:03:35.455773

    		0.0 ms

  





  

    		2026-04-24 22:03:36.95041

    		-0.1 ms

  





  

    		2026-04-24 23:03:38.031246

    		0.0 ms

  





  

    		2026-04-25 00:03:38.99495

    		0.0 ms

  





  

    		2026-04-25 01:03:39.930664

    		0.0 ms

  





  

    		2026-04-25 02:03:40.865262

    		0.0 ms

  





  

    		2026-04-25 03:03:41.746056

    		0.0 ms

  





  

    		2026-04-25 04:03:42.643963

    		0.0 ms

  





  

    		2026-04-25 05:03:43.62524

    		0.0 ms

  





  

    		2026-04-25 06:03:44.107754

    		-0.1 ms

  





  

    		2026-04-25 07:03:46.590135

    		0.0 ms

  





  

    		2026-04-25 08:03:48.856976

    		0.0 ms

  





  

    		2026-04-25 09:03:49.130517

    		0.0 ms

  





  

    		2026-04-25 10:03:49.791483

    		0.0 ms

  





  

    		2026-04-25 11:03:50.062603

    		0.0 ms

  





  

    		2026-04-25 12:03:50.419579

    		0.1 ms

  





  

    		2026-04-25 13:03:50.510175

    		0.0 ms

  





  

    		2026-04-25 14:03:50.60558

    		0.0 ms

  





  

    		2026-04-25 15:03:51.363223

    		0.0 ms

  





  

    		2026-04-25 16:03:51.796265

    		0.0 ms

  





  

    		2026-04-25 17:03:52.372937

    		0.0 ms

  





  

    		2026-04-25 18:03:52.453031

    		0.0 ms

  





  

    		2026-04-25 19:03:54.21076

    		0.0 ms

  





  

    		2026-04-25 20:03:55.099337

    		0.0 ms

  





  

    		2026-04-25 21:03:56.619135

    		0.0 ms

  





  

    		2026-04-25 22:03:59.108562

    		0.0 ms

  





  

    		2026-04-25 23:04:00.506798

    		0.0 ms

  





  

    		2026-04-26 00:04:01.917647

    		0.0 ms

  





  

    		2026-04-26 01:04:03.299053

    		0.0 ms

  





  

    		2026-04-26 02:04:04.656508

    		0.0 ms

  





  

    		2026-04-26 03:04:05.855289

    		0.0 ms

  





  

    		2026-04-26 04:04:07.049691

    		0.1 ms

  





  

    		2026-04-26 05:04:08.516553

    		0.0 ms

  





  

    		2026-04-26 06:04:10.42162

    		0.0 ms

  





  

    		2026-04-26 07:04:13.41255

    		0.0 ms

  





  

    		2026-04-26 08:04:13.965562

    		0.0 ms

  





  

    		2026-04-26 09:04:14.712194

    		-0.1 ms

  





  

    		2026-04-26 10:04:14.835085

    		0.0 ms

  





  

    		2026-04-26 11:04:14.946556

    		0.0 ms

  





  

    		2026-04-26 12:04:16.418316

    		0.0 ms

  





  

    		2026-04-26 13:04:16.495727

    		0.0 ms

  





  

    		2026-04-26 14:04:16.781268

    		0.0 ms

  





  

    		2026-04-26 15:04:17.349488

    		0.0 ms

  





  

    		2026-04-26 16:04:18.093737

    		0.0 ms

  





  

    		2026-04-26 17:04:18.326089

    		-0.2 ms

  





  

    		2026-04-26 18:04:20.224448

    		0.3 ms

  





  

    		2026-04-26 19:04:21.125515

    		0.0 ms

  





  

    		2026-04-26 20:04:22.505389

    		0.2 ms

  





  

    		2026-04-26 21:04:23.03258

    		-0.1 ms

  





  

    		2026-04-26 22:04:24.175391

    		0.0 ms

  





  

    		2026-04-26 23:04:24.284295

    		0.0 ms

  





  

    		2026-04-27 00:04:24.32493

    		0.0 ms

  





  

    		2026-04-27 01:04:24.626614

    		-0.1 ms

  





  

    		2026-04-27 02:04:24.679298

    		0.1 ms

  





  

    		2026-04-27 03:04:26.13579

    		0.0 ms

  





  

    		2026-04-27 04:04:26.164992

    		0.0 ms

  





  

    		2026-04-27 05:04:26.808194

    		0.0 ms

  





  

    		2026-04-27 06:04:28.24965

    		-0.1 ms

  





  

    		2026-04-27 07:04:28.916348

    		0.0 ms

  





  

    		2026-04-27 08:04:29.959496

    		0.0 ms

  





  

    		2026-04-27 09:04:30.761504

    		0.0 ms

  





  

    		2026-04-27 10:04:30.982242

    		0.0 ms

  





  

    		2026-04-27 11:04:31.369779

    		0.0 ms

  





  

    		2026-04-27 12:04:31.848639

    		0.0 ms

  





  

    		2026-04-27 13:04:32.113685

    		0.0 ms

  





  

    		2026-04-27 14:04:32.891338

    		0.0 ms

  





  

    		2026-04-27 15:04:33.151136

    		0.0 ms

  





  

    		2026-04-27 16:04:33.794002

    		0.0 ms

  





  

    		2026-04-27 17:04:34.918095

    		0.1 ms

  





  

    		2026-04-27 18:04:35.011229

    		0.1 ms

  





  

    		2026-04-27 19:04:35.844942

    		0.0 ms

  





  

    		2026-04-27 20:04:36.388892

    		-0.1 ms

  





  

    		2026-04-27 21:04:36.82354

    		0.0 ms

  





  

    		2026-04-27 22:04:39.124904

    		0.0 ms

  





  

    		2026-04-27 23:04:41.034177

    		0.0 ms

  





  

    		2026-04-28 00:04:42.441587

    		0.0 ms

  





  

    		2026-04-28 01:04:44.016848

    		0.1 ms

  





  

    		2026-04-28 02:04:44.192457

    		0.0 ms

  





  

    		2026-04-28 03:04:45.968481

    		0.0 ms

  





  

    		2026-04-28 04:04:47.668797

    		0.0 ms

  





  

    		2026-04-28 05:04:49.302163

    		0.0 ms

  





  

    		2026-04-28 06:04:49.753326

    		0.0 ms

  





  

    		2026-04-28 07:04:50.738026

    		0.0 ms

  





  

    		2026-04-28 08:04:51.506724

    		0.1 ms

  





  

    		2026-04-28 09:04:51.757991

    		0.0 ms

  





  

    		2026-04-28 10:04:52.095015

    		-0.1 ms

  





  

    		2026-04-28 11:04:52.451504

    		0.2 ms

  





  

    		2026-04-28 12:04:52.6986

    		0.0 ms

  





  

    		2026-04-28 13:04:53.259421

    		0.0 ms

  





  

    		2026-04-28 14:04:53.923832

    		-0.2 ms

  





  

    		2026-04-28 15:04:54.31816

    		0.0 ms

  





  

    		2026-04-28 16:04:54.788146

    		0.0 ms

  





  

    		2026-04-28 17:04:56.221622

    		0.1 ms

  





  

    		2026-04-28 18:04:56.926668

    		0.0 ms

  





  

    		2026-04-28 19:04:59.05711

    		0.0 ms

  





  

    		2026-04-28 20:04:59.313126

    		0.1 ms

  





  

    		2026-04-28 21:05:00.910234

    		0.0 ms

  





  

    		2026-04-28 22:05:01.199169

    		0.0 ms

  





  

    		2026-04-28 23:05:01.738778

    		0.0 ms

  





  

    		2026-04-29 00:05:02.413833

    		0.0 ms

  





  

    		2026-04-29 01:05:03.825982

    		0.0 ms

  





  

    		2026-04-29 02:05:05.335477

    		0.0 ms

  





  

    		2026-04-29 03:05:06.749213

    		0.0 ms

  





  

    		2026-04-29 04:05:07.95205

    		0.0 ms

  





  

    		2026-04-29 05:05:09.07935

    		0.0 ms

  





  

    		2026-04-29 06:05:10.17619

    		0.0 ms

  





  

    		2026-04-29 07:05:10.789845

    		0.0 ms

  





  

    		2026-04-29 08:05:11.332063

    		0.0 ms

  





  

    		2026-04-29 09:05:11.560469

    		0.0 ms

  





  

    		2026-04-29 10:05:11.651317

    		0.0 ms

  





  

    		2026-04-29 11:05:12.361232

    		0.0 ms

  





  

    		2026-04-29 12:05:12.498917

    		0.0 ms

  





  

    		2026-04-29 13:05:12.660451

    		-0.1 ms

  





  

    		2026-04-29 14:05:13.178934

    		0.0 ms

  





  

    		2026-04-29 15:05:13.92147

    		0.0 ms

  





  

    		2026-04-29 16:05:14.385285

    		0.0 ms

  





  

    		2026-04-29 17:05:15.010558

    		0.0 ms

  





  

    		2026-04-29 18:05:15.405423

    		0.0 ms

  





  

    		2026-04-29 19:05:16.666586

    		0.0 ms

  





  

    		2026-04-29 20:05:17.413601

    		0.1 ms

  





  

    		2026-04-29 21:05:18.530278

    		0.0 ms

  





  

    		2026-04-29 22:05:19.532718

    		0.0 ms

  





  

    		2026-04-29 23:05:21.463451

    		0.0 ms

  





  

    		2026-04-30 00:05:22.756256

    		-0.1 ms

  





  

    		2026-04-30 01:05:23.8436

    		0.0 ms

  





  

    		2026-04-30 02:05:24.410172

    		0.1 ms

  





  

    		2026-04-30 03:05:26.035192

    		0.0 ms

  





  

    		2026-04-30 04:05:27.132908

    		0.0 ms

  





  

    		2026-04-30 05:05:28.074848

    		0.0 ms

  





  

    		2026-04-30 06:05:28.61299

    		0.1 ms

  





  

    		2026-04-30 07:05:29.217453

    		-0.1 ms

  





  

    		2026-04-30 08:05:29.519716

    		0.0 ms

  





  

    		2026-04-30 09:05:31.355849

    		-0.1 ms

  





  

    		2026-04-30 10:05:31.834834

    		-0.1 ms

  





  

    		2026-04-30 11:05:32.027711

    		0.0 ms

  





  

    		2026-04-30 12:05:32.519487

    		-0.3 ms

  





  

    		2026-04-30 13:05:33.103213

    		0.0 ms

  





  

    		2026-04-30 14:05:33.613159

    		-0.1 ms

  





  

    		2026-04-30 15:05:34.544498

    		0.0 ms

  





  

    		2026-04-30 16:05:34.838638

    		-0.1 ms

  





  

    		2026-04-30 17:05:37.123363

    		0.0 ms

  





  

    		2026-04-30 18:05:37.216209

    		-0.1 ms

  





  

    		2026-04-30 19:05:38.42571

    		0.0 ms

  





  

    		2026-04-30 20:05:38.522881

    		0.0 ms

  





  

    		2026-04-30 21:05:39.325477

    		0.0 ms

  





  

    		2026-04-30 22:05:41.002853

    		0.1 ms

  





  

    		2026-04-30 23:05:42.104996

    		0.0 ms

  





  

    		2026-05-01 00:05:43.438738

    		0.0 ms

  





  

    		2026-05-01 01:05:44.908367

    		-0.3 ms

  





  

    		2026-05-01 02:05:46.737501

    		0.0 ms

  





  

    		2026-05-01 03:05:48.33308

    		-0.1 ms

  





  

    		2026-05-01 04:05:50.015409

    		0.0 ms

  





  

    		2026-05-01 05:05:51.293336

    		0.0 ms

  





  

    		2026-05-01 06:05:52.710036

    		0.0 ms

  





  

    		2026-05-01 07:05:54.085917

    		0.0 ms

  





  

    		2026-05-01 08:05:54.300052

    		0.0 ms

  





  

    		2026-05-01 09:05:55.486612

    		0.0 ms

  





  

    		2026-05-01 10:05:57.033163

    		0.0 ms

  





  

    		2026-05-01 11:05:57.314675

    		0.0 ms

  





  

    		2026-05-01 12:05:59.905679

    		0.0 ms

  





  

    		2026-05-01 13:06:00.051498

    		0.2 ms

  





  

    		2026-05-01 14:06:00.737396

    		0.0 ms

  





  

    		2026-05-01 15:06:01.312431

    		0.0 ms

  





  

    		2026-05-01 16:06:01.346625

    		-0.1 ms

  





  

    		2026-05-01 17:06:02.924695

    		-0.1 ms

  





  

    		2026-05-01 18:06:04.183531

    		0.1 ms

  





  

    		2026-05-01 19:06:04.598541

    		0.0 ms

  





  

    		2026-05-01 20:06:05.568569

    		0.1 ms

  





  

    		2026-05-01 21:06:07.625681

    		0.0 ms

  





  

    		2026-05-01 22:06:09.952805

    		-0.1 ms

  





  

    		2026-05-01 23:06:11.642523

    		0.0 ms

  





  

    		2026-05-02 00:06:13.208696

    		0.1 ms

  





  

    		2026-05-02 01:06:14.370572

    		0.0 ms

  





  

    		2026-05-02 02:06:16.124312

    		-0.1 ms

  





  

    		2026-05-02 03:06:17.603125

    		0.0 ms

  





  

    		2026-05-02 04:06:19.020821

    		0.0 ms

  





  

    		2026-05-02 05:06:20.520233

    		0.0 ms

  





  

    		2026-05-02 06:06:20.951878

    		-0.1 ms

  





  

    		2026-05-02 07:06:21.332964

    		-0.1 ms

  





  

    		2026-05-02 08:06:21.425427

    		-0.2 ms

  





  

    		2026-05-02 09:06:21.737995

    		-0.1 ms

  





  

    		2026-05-02 10:06:22.408947

    		0.0 ms

  





  

    		2026-05-02 11:06:22.670258

    		0.0 ms

  





  

    		2026-05-02 12:06:23.344779

    		-0.2 ms

  





  

    		2026-05-02 13:06:23.356353

    		0.0 ms

  





  

    		2026-05-02 14:06:23.940797

    		0.0 ms

  





  

    		2026-05-02 15:06:25.045577

    		0.0 ms

  





  

    		2026-05-02 16:06:26.116211

    		0.0 ms

  





  

    		2026-05-02 17:06:26.575735

    		0.1 ms

  





  

    		2026-05-02 18:06:27.69659

    		0.0 ms

  





  

    		2026-05-02 19:06:29.36539

    		0.0 ms

  





  

    		2026-05-02 20:06:29.616939

    		0.0 ms

  





  

    		2026-05-02 21:06:31.527317

    		0.1 ms

  





  

    		2026-05-02 22:06:33.284638

    		0.0 ms

  





  

    		2026-05-02 23:06:33.370601

    		0.1 ms

  





  

    		2026-05-03 00:06:34.942682

    		0.0 ms

  





  

    		2026-05-03 01:06:36.290357

    		0.0 ms

  





  

    		2026-05-03 02:06:37.749933

    		0.1 ms

  





  

    		2026-05-03 03:06:38.97754

    		0.0 ms

  





  

    		2026-05-03 04:06:40.270743

    		0.0 ms

  





  

    		2026-05-03 05:06:40.349311

    		0.0 ms

  





  

    		2026-05-03 06:06:40.750739

    		0.0 ms

  





  

    		2026-05-03 07:06:40.8474

    		0.0 ms

  





  

    		2026-05-03 08:06:41.420058

    		0.0 ms

  





  

    		2026-05-03 09:06:42.525349

    		0.0 ms

  





  

    		2026-05-03 10:06:42.737276

    		0.0 ms

  





  

    		2026-05-03 11:06:42.894754

    		0.0 ms

  





  

    		2026-05-03 12:06:43.274715

    		0.0 ms

  





  

    		2026-05-03 13:06:43.477342

    		0.0 ms

  





  

    		2026-05-03 14:06:44.076665

    		0.0 ms

  





  

    		2026-05-03 15:06:44.89179

    		0.0 ms

  





  

    		2026-05-03 16:06:45.265646

    		0.0 ms

  





  

    		2026-05-03 17:06:46.976314

    		0.0 ms

  





  

    		2026-05-03 18:06:47.34733

    		0.0 ms

  





  

    		2026-05-03 19:06:48.502367

    		0.0 ms

  





  

    		2026-05-03 20:06:49.487176

    		0.1 ms

  





  

    		2026-05-03 21:06:49.842252

    		-0.1 ms

  





  

    		2026-05-03 22:06:52.178702

    		0.0 ms

  





  

    		2026-05-03 23:06:53.689176

    		0.0 ms

  





  

    		2026-05-04 00:06:55.022845

    		0.0 ms

  





  

    		2026-05-04 01:06:55.068236

    		0.0 ms

  





  

    		2026-05-04 02:06:56.185168

    		0.0 ms

  





  

    		2026-05-04 03:06:57.405444

    		0.0 ms

  





  

    		2026-05-04 04:06:57.410228

    		0.0 ms

  





  

    		2026-05-04 05:06:57.885332

    		0.0 ms

  





  

    		2026-05-04 06:06:57.947814

    		0.0 ms

  





  

    		2026-05-04 07:06:59.142697

    		0.0 ms

  





  

    		2026-05-04 08:06:59.429099

    		0.0 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person's screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



  

 

  

    		2026-04-30 16:12:04.424 UTC

    		37.49.133.222

    		Ellen Thorsen (ET) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-22 12:30:16 UTC.

  

  

    		2026-04-30 16:14:29.825 UTC

    		37.49.133.222

    		Anne Louise de Barros Garioud (ALdBG) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-30 16:14:52.599 UTC

    		37.49.133.222

    		Anne Louise de Barros Garioud (ALdBG) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-22 12:30:17 UTC.

  

  

    		2026-04-30 16:18:55.876 UTC

    		37.49.133.222

    		Malin Palmér (MP) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-30 16:19:33.082 UTC

    		37.49.133.222

    		Malin Palmér (MP) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-22 12:30:17 UTC.

  

  

    		2026-04-30 16:58:13.948 UTC

    		80.62.117.164

    		Gitte Kampman Rønde (GKR) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-30 16:59:42.493 UTC

    		80.62.117.164

    		Gitte Kampman Rønde (GKR) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-22 12:30:17 UTC.

  

  

    		2026-04-30 18:10:13.158 UTC

    		37.49.133.222

    		Bente Hyldahl Fogh (BHF) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-30 18:10:37.851 UTC

    		37.49.133.222

    		Bente Hyldahl Fogh (BHF) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-22 12:30:17 UTC.

  

  

    		2026-04-30 18:28:31.041 UTC

    		77.241.136.28

    		Stine Bloch Jensen (SBJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-30 18:28:55.297 UTC

    		77.241.136.28

    		Stine Bloch Jensen (SBJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-22 12:30:17 UTC.

  

  

    		2026-05-02 08:03:35.947 UTC

    		87.52.110.32

    		Peter Toft Tengberg (PTT) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-05-02 08:03:58.071 UTC

    		87.52.110.32

    		Peter Toft Tengberg (PTT) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-22 12:30:17 UTC.

  

  

    		2026-05-04 07:11:02.162 UTC

    		104.28.45.7

    		Søren Uhre (SU) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-05-04 07:11:25.202 UTC

    		104.28.45.7

    		Søren Uhre (SU) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-22 12:30:17 UTC.

  

  

    		2026-05-04 08:15:50.11 UTC

    		147.161.154.90

    		Ulrik B. Vassing (UBV) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-05-04 08:15:54.86 UTC

    		147.161.154.90

    		Ulrik B. Vassing (UBV) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-22 12:30:17 UTC.

  









